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Abstract - The world of Internet of Things (IoT) is growing at
fast pace. Both in domestic and in industrial environments, an
increasing number of IoT applications can be found.
Accompanied with this growing interest in IoT, hardware
components (such as sensors, network modules, microprocessors,
etc.) become more and more accessible. IoT providers can choose
to buy existing, over-the-shelf (OTS) devices or build their own
hardware design. Which option is most optimal; Make or Buy?
Before making the decision, it is important to analyze the trade-
offs and compare the estimated resource costs. The challenge is
to develop an IoT system which meets the business requirements,
at the optimal financial cost. This thesis will explain an IoT-
oriented management methodology, which exists of a series of
clear and actionable steps. Starting from the initial business
requirements, the reader is guided through the process of
developing an IoT solution and estimating the final project cost.
This methodology is combined with a building block cost analysis
(based on hardware, firmware, assembly and testing) and
generates expenditure estimates for both Make and Buy
decisions. The effectiveness of the methodologies is proven by
applying them to a real-life IoT use-case, situated in the new
IBCN Offices.

Keywords — Internet of Things; Project
Methodology; Cost Estimation; Make-or-Buy

Management

1. INTRODUCTION

The Internet of Things refers to the interconnection of
physical objects, by equipping them with sensors, actuators
and means to connect to the Internet. Together with the
growing number of IoT applications, the accessibility of IoT
hardware/software building blocks is growing. In order to
create a fully-functioning IoT hardware device (see Figure 1),
one can choose to purchase off-the-shelf devices, ready-to-use
base-stations combined with sensor modules or to make a
proprietary project with separate components from scratch.
From that perspective, it is important to have an IoT solution
delivery-roadmap which provides feasible guidelines to IoT
practitioners on the subject of implementing project strategies.
An important part of defining an IoT strategy is to check
which choice is economically optimal: Make’ or *Buy’. It is
possible that purchasing an IoT solution can be favorable in
one case, but inadvisable in the other.

II. OBJECTIVES

The goal of this Master's thesis is to analyze the
development path for a generic IoT project based on a

building block methodology and the idea of optimizing device
cost at all time. What are the building blocks of an IoT
strategy and what are the cost drivers when building or
purchasing a device? To answer this question, a generic cost
modelling method has to be created which is applicable to a
broad range of different IoT projects, but is focused upon IoT
characteristics instead of general IT. Using this methodology,
an optimal answer should be provided, to the example
question: “We would like to develop an IoT device that is able
to monitor temperature, movement and acceleration. We need
1.000 devices. There is no WiFi or LAN network available.
What technology should we use, which sensors and how much
will it cost? Are there alternative solutions and at what
quantity are they valid? What would the answer be for
100.000 units?” Note that this problem does not only ask for
the total project cost, but for specific technical data as well.
Technical and cost-related answers have to be given as a
result of the methodology. Based on that, a break-even
analysis will show which option (‘Make’ or ‘Buy’) is
profitable for a predetermined quantity of devices. To show
the created management methodology functions in practice, it
should be applied to a use-case which will give the
formulation of a project-specific IoT strategy and an
estimation of the total expenditures as results.
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Figure 1 - Node Representation of an IoT Device

III. MANAGEMENT METHODOLOGY FOR IOT

The management of an IoT project, independent of its
nature, goal or origin, consists of three stages: Planning,
Making and Executing. Each of these phases can be divided
into smaller, easy-to-understand sub-tasks (Figure 2). The
Planning and Making phases focus on analyzing and
converting the business requirements to functional and
technical requirements by means of location screening and
extraction of the project dimensions. Following these steps, a
technology-independent solution proposal is created. This
forms the basis for a Proof of Concept (PoC) and is designed



before the ‘Make’ or ‘Buy’ question is considered. After
performing a market research, listing the different 'Buy’
alternatives, the Bill of Materials (BOM) of the prototype is
created and a first hardware cost estimation can be executed.
Based upon the cost building blocks, elaborated in Paragraph
IV, a total expected project cost is defined. In this step, it is
decided whether the devices will be made or bought. The
evolution of the number of users is then forecasted and the
relationship with the number of assets and events is defined.
Based upon this forecast, a projection of the future cost
evolution can be made. Changing volume parameters can shift
the preference from the ’Buy’-option towards the ’Make’-
option or visa versa. This future growth analysis is followed
by setting out a number of milestones concerning project
deadlines (production/testing/installation), related to the third
phase: Execution. For the ‘Buy’ option, Executing is limited
to installing, configuring and maintaining the OTS-bought
device. In case of a ‘Make’ decision, the successive steps of
Prototyping, Pilot series and Mass-Production have to be
followed. Each of these steps is encompassed by continuous
evaluation and a feedback loop to the hardware design and
future actions steps.

IV. COST BUILDING BLOCKS: HARDWARE, ASSEMBLY,
FIRMWARE & TESTING

In order to obtain a reliable cost estimation for a complete
IoT solution proposal, each project has to be divided into 4
cost building blocks (see Figure 3).

Hardware Assembly/ Firmware Testing/
Costs Labour Costs Costs Prototype costs

Figure 3 - Cost Building Blocks of an IoT Project

Each IoT device is constructed out of one or several
components - linked to their proper cost drivers - from the
hardware families listed in the thesis. Estimating the hardware
cost is based on the sum of the purchasing prices, taking into
account volume discounts and services such as shipping,
insurance or markups. Assembly costs can be estimated using
parametric formulas based on the number of printed circuit
boards (PCB), BOM lines, thru-holes, etc. Outsourcing the
purchasing of the components results in a 10- 15% markup of
the original hardware price. Firmware cost strongly depends
on the number of source code lines (KLOC) and is chosen to
be estimated using the COCOMO model [1]. The
aforementioned expenditures are all of the non-recurring
nature, while testing costs are a combination of capital
(CAPEX) and operational expenses (OPEX). Testing costs
include the operating expense of hiring quality engineers,
specialized in hardware and software as well as the cost of
buying/hiring testing equipment and paying for certifications
and licensing [2]. Technical personnel are required for the
maintenance, updating and  configuring of the
hardware/software on a day-to-day basis. Accumulating the
CAPEX and OPEX of these 4 cost building blocks results in
an accurate total project cost estimation.

Solution
Prop.

V. USE-CASE

The aforementioned IoT management and cost estimation
methodologies are applied to a real-life problem situation,
situated in the office spaces, meeting rooms and utility zones
of the IBCN research building (Technologiepark,
Zwijnaarde). The objective of this case study is to setup an
instrumentation and measurement campaign to precisely
monitor and describe the state and structure of energy
usage/comfort readings and to give an overview in time of the
consumption of energy and its metadata for the common area
of a real office environment and building. Based upon the
business requirements, a technically feasible design for the
PoC and a prototype BOM are formulated. The total project
costs, based on the 4 building blocks, for the ‘Make’ scenario
are compared to the one of the ‘Buy’ decision. It can be
concluded that it is not economically advisable to produce a
proprietary IoT hardware solution under 20.000 energy
trackers, which is the single volume parameter in this
equation. No break-even point can be found, in the current or
future contextual requirements, as seen in Figure 4.
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Figure 4 - Total Project Costs (CAPEX) in EUR vs Number of AC
Energy Monitors: *Buy’ versus "Make’

VI. CONCLUSION

This thesis has created a unique project methodology, built
upon the basis of software development methods but modified
to the exclusive needs of IoT. By following the created IoT
roadmap, combined with an intermediate technical
background of the reader, a project design can be created from
scratch, based upon a ’Buy’ or "Make’ decision. In general,
the ’Buy’-decision will remain favorable for low amounts of
manufactured units. Due to the overhead costs of firmware
and testing, the ’Make’ decision becomes relevant for
production numbers over 10k-100k. A widely-applicable and
fixed number for this limit cannot be given as it strongly
depends on the nature of the IoT project. Therefore, each
project should be analyzed wusing the elaborated
methodologies.
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Chapter 1

Context of Master’s thesis

1.1 Introduction

The Internet of Things (IoT) refers to the interconnection of physical objects, by equip-
ping them with sensors, actuators and means to connect to the Internet. By techno-
logically enabling this, the goal is to develop new applications and to improve existing

ones.

Famous examples of IoT applications include monitoring of personal health through
wearables[1], washing machines that enable you to pay per load instead of for the ma-
chine, greenhouses that adapt their internal climate to the monitored properties of the
crops that grow inside, and stables that adapt feeding and milking schedules to moni-

tored properties of individual cows.|2]

Together with the growing number of IoT applications, the accessibility of IoT hard-
ware/software building blocks grows (sensors, network modules, micro-controllers, bat-
teries, etc.). In order to create a complete IoT hardware device, one can choose to
purchase over-the-counter devices, existing, ready-to-use modules or make a proprietary
project with separate components. From that perspective, it is from utmost importance

to check which choice is economically optimal: 'Make’ or 'Buy’.

In order to be able to analyze the costs which the development of an IoT device brings
along, a generic project has to be dissected into management building blocks and re-
searched individually. Each building block will be influenced by the 'Make’ or 'Buy’

decision.

If the "Make’ option is preferred to the 'Buy’ option, several questions are asked: Which
components have to be chosen? What are their resource costs? How much will it cost

to assemble them? Etc.
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1.2 Goal of Thesis

The goal of this Master’s thesis is to analyze the development path for a generic IoT
project based on a building block methodology and the idea of optimizing device cost
at all time. This thesis documents the creation of a cost estimation methodology which
analyzes the trade-offs between the 'Make’ and 'Buy’ decisions, by being able to divide

any given IoT project into recurring building blocks.

Designing IoT projects by choosing hardware/software components and assembling them
comes with a cost. The first way to approach this problem is to list all required tech-
nical components which will add up to the total assembly cost of one IoT device (See
Section 1.3). A repository of millions of device components could be built which include
characteristics such as purchase cost, connectivity requirements and power consumption.
However, this thesis will not focus on gathering data from manufacturers or suppliers,
as each project will be unique and will have specific demands involving hardware com-
ponents. Instead, a generic cost modelling method will be created which is applicable to
a broad range of different IoT projects, but is focused upon IoT characteristics instead

of general IT.

Using this methodology, an optimal answer should be provided, to the example question:
"We would like to develop an IoT device that is able to monitor temperature, movement
and acceleration. We need 1.000 devices. There is no WIFI or LAN network available.
What technology should we use, which sensors, what will the battery life approximately
be and how much will it cost? Are there alternative solutions and at what quantity are

they valid? What would the answer be for 100.000 units?’

Note that this problem does not only ask for the total project cost, but for technical
data as well. The building blocks created and described in the first part of the thesis
divide such problem settings into easy-to-solve sub-problems. Technical and cost-related
answers are given as a result of the methodology and a break-even analysis shows which
option (make or buy) is profitable for a predetermined quantity of devices. Trade-off
remarks are mentioned and best practice advice is given throughout the management

methodology.

To show the created management methodology functions in practice, it should be ap-
plied to a use-case which will result in forming a project-specific IoT strategy and an

estimation of the total expenditures.
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1.3 Defining an IoT project

In this thesis, a techno-economical analysis of IoT projects will be executed, consisting
of multiple project building blocks. A schematic of a complete IoT network is given by

Figure 1.1.

)

O

s Gateway Remote
Cloud-Based
Processing

FIGURE 1.1: Building blocks of an IoT network

The focus of this thesis will lay upon the lower level part of the network, which will be

referred to as 'IoT device’ from now on and can be observed in Figure 1.2.

As it can be observed, one IoT device exists of one or multiple sensor nodes which
monitor context parameters. The data logged by these sensors is (partially) processed
by a local processor and is then sent to web servers using a predefined communication
technology. The process of the data going to the gateway as well as the remote processing

in the cloud is beyond the scope of this thesis.

Y
S
/G e Communication Node
’
’
/ .
w & /] _. O Sensing Node or
A 7 “Sensor”
N
S Processing Node or
e “Processor”
’
loT Devices

FIGURE 1.2: Focus of thesis - Network schematic
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1.4 An introduction to Cost Modelling and Management
Methodology

Based on the extensive list of cost drivers for an IoT project, the total estimated cost for
the creation of one or multiple devices can be outputted. Cost estimation models, such
as the one drafted in this thesis, are mathematical algorithms or parametric equations
used to estimate the costs of a product or project. These models function through the
input of parameters that describe the attributes of the product or project in question,

and possibly physical resource requirements. [3]

These parameters or cost drivers will be listed in Chapters 3 and 4. In order to be able
to fully understand the positioning of these cost drivers in the total project scope, a

description of the complete management methodology will be given in Chapter 2.



Chapter 2

Management Methodology for
IoT Projects

2.1 Introduction

Managing an IoT project, independent of its nature, goal or origin, consists of three

stages: Planning, Making and Executing (Figure 2.1).

FIGURE 2.1: 3 Stages of IoT Project Management

In the next paragraphs, each of these phases will be described into detail and divided
into smaller, easy-to-understand sub-tasks. The relationship and interaction between the
three project management stages can be carried out according to the different methods

used in software development. [4]

e Waterfall Model (Picture 2.2)
e Agile Development Model (Picture 2.3)

e V-Model (Picture 2.4)

Which specific approach to choose, depends on the project’s time constraints and work
circumstances. The classic management approach is the waterfall model, where infor-
mation requests towards the design team can be considered somewhat ’sluggish’. Once
one of the three project stages has been completed sequentially, no reprisal of this level
is done. In the waterfall model each step is frozen before the next step is commenced in

order to come to a solution, as close to the initial intention as possible.

5
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Planning Planning

g

FIGURE 2.2: Waterfall Model F1cURE 2.3: Agile Model

FIGURE 2.4: V-Model

Agile development is more based on making sure the client has a working solution quickly,
while continuously improving the project while in use. An important advantage of this
model is that it can easily respond to the changing requirements of a project. When
developing software, making adjustments to small pieces of code can be considered less
cost-demanding than changing existing IoT hardware designs. The further the project

approaches completion, adjustments become more expensive (see Chapter 4).

The third model or V-Model can be treated as an extension of the waterfall model.
Instead of only moving downstream, the project sub-tasks go upwards again after the
‘coding’ phase (for software projects). In IoT hardware development, this bending point
will be between the Planning and the Making level. Using this approach, the test user

will have a direct involvement in the Planning phase itself.

The main difference between the Waterfall model and the V-model is that, for the
Waterfall model, the testing activities are carried out after the development activities
are over. On the other hand, in the V-model, testing activities start with the first stage
itself. [5] In other words, the Waterfall model is a continuous process, while the V-model
is a simultaneous process. Therefore, if the user requirements are clear and fixed from the
start, which is preferable, or the magnitude of the project is large, the Waterfall model
is the best option. If the requirements of the user are uncertain and keep changing, then
the V-model is the better alternative. If the requirements are modified often and time
for planning is also limited, the Agile model is recommended. Making changes in the
project (software/hardware) in Waterfall model is a difficult and costly task. Often, for
smaller systems, it is recommended that one uses the Waterfall model and for the bigger

systems, the V-model is used.
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IoT hardware development differs from software projects due to the fact that making
adaptations to code can be done faster and with a smaller financial effort than modify-
ing hardware designs. Therefore, acquiring clear business requirements from the start
benefits the cost optimization in completing an IoT project. The Waterfall method is

considered the most appropriate one for IoT project management.

A complete building block scheme of the Planning/Making/Execution methodology can
be observed in Figure 2.20, which will be elaborated in the next three sections of this

thesis.

2.2 Planning Level

2.2.1 Problem Description

The first step in the planning level can be extracted directly from the client’s business
model, as a description of the project needs will be given. Together with the client,
the problem description can be extended to a technology-independent vision for the IoT
solution. This solution will not include jargon, as it has to be understood effortless
by all stakeholders. The problem description will list the business requirements of the
initiating project, as discussed with the client. An example of a well-defined problem

description will be given in Chapter 5.

2.2.2 Business Requirements

From the moment an enterprise decides to initiate an IoT project, the planning stage
commences. When starting a project, the client will have a certain idea of his/her needs
and wants to receive an estimation of how big the project will be and how much it is
going to cost. In dialogue with the design team, the highest level in the project flow -

the business requirements - is described.

Business requirements are the critical activities which have to be performed by the
project’s result in order to meet the premeditated objectives while still remaining solution-
independent. Another name to describe business requirements is ’deliverable value’.
Clients pay for the satisfaction of their needs as well as for the manner how the solution

to their problem is delivered.

Example: the board of directors of DHL (client) decides that they want to get an
overview of the real-time trajectories of each company vehicle. This is the value which

has to be delivered. The client has needs and is interested in how much it will cost to
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deliver a solution. The manner of solving the problem is important to the client, as the
business requirements have to be met but being given detailed information about the

specific solution-technology is redundant.

It has to be noted that business requirements exist and come from the business environ-
ment and must be ’discovered’, whereas product requirements are human-defined and
specified. Business requirements show what the client needs while product requirements
show which specifications the technology has to meet to qualify as a project solution.
Business requirements are not just high-level but need to be driven down to detail, which

is done in the next steps of the Planning Phase. [6]

As mentioned before, listing the business requirements is generally done in the Problem
Description phase of the Planning Level. The Planning Level can be split up into 5
major parts. These steps which have to be run through chronologically are illustrated

in Figure 2.5.

Planning Problem Description | Location Screening | Project Dimensions | Project Growth Analysis
Actions

FI1GURE 2.5: Planning Phase - Block Scheme

2.2.3 Location Screening

Following the analysis of the business requirement, the next step is the Location Screen-
ing. This is executed together with the client and exists of a tour of the physical location
where the IoT devices will be used. Doing such a site survey permits the project team
to obtain extra information by means of visual inspection and conducting interviews.
This information is crucial as this visit will determine aspects which will have to be

implemented in the Project Dimensions (Subsection 2.2.4).

Another effective way of doing this screening, is using documents such as scaled floor
plans, electrical schemes or a more detailed description of the business requirements. An
example of this technique is given in Chapter 5. Location screening will give answers to

following questions[7] [8]:

e Nature of the tracked asset!: Stationary of moving?
e Behaviour of asset: Intelligent or dumb??

e Project type: Is there an existing project in use?

!Everything of value which can be tracked by IoT devices is considered an asset. E.g. animals,
machines, buildings, etc.
2Intelligent assets are of electronic nature and programmable



Chapter 2 Management Methodology for IoT Projects 9

e Environmental conditions

— Operating temperature?
— Operating location?

— Humid/Dusty environment?
e Project size - Project range?
e Outlet power possible?

e Special (contextual) requirements?

The answers to each of these questions are solution-independent and will create a solid
basis for the project dimensions to be described. The answers to the project dimen-
sions questions are technology-independent but are no longer solution-independent and
influence the total cost of the project. It is important to have unambiguous guidelines,
as costs can strongly change depending on the location variables (More information in
Subsection 2.3.6).
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2.2.4 Project Dimensions

After having executed a location screening, a solution proposal can be designed. This
solution description step is part of the 'Making™® phase (see Section 2.3) and overlaps

with laying out the project dimensions.

In the Project Dimensions step, a checklist of all key aspects which define the project,
is created in order to streamline the evaluation of the IoT project dimensions. Before
the "Make-or-Buy’ question is even considered, the project dimensions are divided into
groups. This checklist will give an overview of the complexity of the project, which will

help to sketch an image of the total cost estimation.

Explained in simple terms, it is necessary to know what is needed before it can be
determined how much it costs. Table 2.1 gives an list of questions which need to be

answered before being able to come up with a solution proposition.

While the location screening step is still solely situated on a purely descriptive level, the
project dimensions define the outlines of a concrete solution. More information about

the level in solution and technology type definition can be found in Subsection 2.3.2.

2.2.5 Project Growth Analysis

Parallel with analyzing the Project Dimensions, a Solution Proposal is created based on

both the Dimensions as assumed Future Growth path, which are the plans for possible

expansion of the project. The overlap of both project stages is depicted clearly in Figure
2.6.

Plannin
4 Problem Description | Location Screening | Project Dimensions | PGA - Future Actions
Making Solution Proposal

FI1GURE 2.6: Partial Block Scheme: Overlap of Planning and Making Phase

The Growth Analysis is based on three major parameters, which are all interrelated.

e Amount of Users
e Amount of (to be tracked) Assets

e Amount of Events

3The Making phase does not imply that a project cannot be bought. Depending on the answer to
the ’Make-or-Buy’ question, the project hardware will be bought or created in-house during the Making
phase.
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TABLE 2.1: Project Dimensions Checklist
General
Project Constraints
Timeline YEARS
Budget EURO
In-house SW Dev Possible  YES/NO
In-house HW Dev Possible  YES/NO
Hardware
General
Number of Nodes NUMBER
Integration Complexity NEW/RETROFIT
Lifetime of Asset YEARS
Connectivity
Required Range METERS
Required Bandwidth Kbps
Amount of Messages/Year =~ NUMBER
Environment
Waterproof/Dustproof IP CODE/[9]
Shockproof IK CODE[10]
Accessibility FEASY/AV/HARD
Processor
Amount of Events
Processed/Day NUMBER
Power
Power Source AC/DC
Required Battery Life YEARS
Sensors
Resolution DIGITS
Connectivity BUS-TYPE!
Circuit
In-house Assembly Possible YES/NO
Software
Firmware
In-house Dev Possible YES/NO
Updates Mandatory YES/NO
Update Period YEARS
Security
Crucial YES/NO

In-House Dev Possible

YES/NO
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All three of these parameters can be changed separately but it is assumed that the
amount of users is the root which influences the rest (see Figure 2.7) or in mathematical

terms:
Events = f(Assets) = f(g(Users))

Example: A certain project requires a group of farmers to track the vitals of their herd
of sheep. If the amount of farmers (users) enlarges, more sheep (assets) will have to be

tracked which will result in more sent sensor data (events).

FIGURE 2.7: Growth Analysis Parameters

A forecast of the number of users is essential as well as the mathematical relationship
with the number of assets and events. A prediction for the period up until the end of
the first life-cycle (of the most essential hardware) is recommended in order to build a

future-proof project.

The next step, Future Actions, is both a part of the Planning as the Making phase (see
Figure 2.8). In order to maintain consistency in the methodology road map, the Future

Actions is elaborated in Section 2.3, after having explained the Solution Proposal.

Planning . . .
PGA - Future Actions

Future Actions
Making Solution Proposal gf‘Bl:;r u
PoC

Executing

FI1GURE 2.8: Position of the Future Actions step in the methodology
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2.3 Making Level

2.3.1 Introduction

Next to analyzing the building blocks of an IoT project, the second main goal of this
thesis is to compare the decisions of buying a pre-manufactured IoT device to buying
all the components separately and assembling them afterwards. This 'Make-or-Buy’
decision will be a paramount question of the Making phase and is to be elaborated

carefully in this section.

Before one is capable of answering the ’Make-or-Buy’ question, a Solution Proposal
is created. A Solution Proposal originates on two different sub-levels: the Functional
Requirement Level and the Technical Requirement Level. Both are explained in the

subsection below.

2.3.2 Functional Requirements

While in the Planning Level, the business requirements stay solution-independent. The
functional requirements which are described in the Making Level, are not. Functional re-
quirements define the inputs, the behavior and outputs of a system, but stay technology-
independent. [11] They can be calculations, data manipulation or other specific features

which define what a system is supposed to accomplish.

Functional requirements are supported by non-functional /quality requirements. Broadly,
functional requirements define how a system is supposed to act and non-functional re-

quirements define how a system shall be.

Example: Demanded results are functional requirements, cost and reliability of the

system are non-functional requirements.

2.3.3 Technical Requirements

Generally speaking, Technical requirements are the whole of technical issues which have
to be taken into account when successfully wanting to complete a project. E.g. Aspects

such as performance, reliability or availability.

Classically, in software projects, technical requirements refer to the programming lan-
guage or the specific operating systems. In IoT Project Management, the technical
requirements will indicate the specific type of hardware (brand of sensor, type of mi-

croprocessor, etc.) and firmware used to create the project. Technical requirements are
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the most narrow as they are no more independent of the solution/technology-type (see
Figure 2.9).

Business Requirements

Functional/Non-Functional

Solution Type Requirements
Defined

F1GURE 2.9: Hierarchy of the different Project Management Requirements

2.3.4 Solution Proposal

The solution proposal itself can be approached in two different ways: Top-Down and
Bottom-Up. For the Top-Down approach, a specific project goal is set and a technical

solution is sketched which leads to the design of software and hardware components.

For the Bottom-Up method, these software and hardware components already exist in
their final form: sensors, integrated circuits (ICs), firmware, etc. The research question
when applying this concept can be formulated as: "What can be analyzed using the

components at hand?’

When composing a solution in reality, a combination of both approaches is used. Hard-
ware platforms, such as Arduino/Raspberry Pi/Intel Edison/Beaglebone/etc’.. can be
used to close the gap between the Top-Down and Bottom-Up methods (See Subsection
2.3.6).

Project solutions are defined, in theory, from the top down, but always use existing
hardware components/software libraries, whether they are available off-the-shelf or need

to be assembled.

In order to obtain a valid Solution Proposal, the business requirements need to analyzed
and the essentials extracted. Before being able to give an answer to the Buy-or-Make

question, the next 5 questions need to be answered.

Shttps://www.arduino.cc/; https://www.raspberrypi.org/; http://www.intel.com/content /www /us/en/do-
it-yourself/edison.html; http://beagleboard.org/bone
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1. What?

e Which (environmental) properties have to be measured?
e What has to be put into action?
e Etc.

2. How?

e How exact do these measurements have to be?
e Is the sent data prone to interception?

e Etc.
3. Where?

e On how many different locations do these measurements have to be done?
e Which range does the measurement data have to be sent over to the gateway?
e Is the measurement done on a distant/outdoor location?

e Etc.

4. When?

e What is the project development time span?
e What is the project life-cycle length?
e What are the economic conditions?

e Etc.
5. Who?

e Who will have to participate in the development/testing/deployment /etc?

e Is there in-house personnel, experienced in software/hardware/quality engi-
neering?

e Etc.

The five core questions (What/How/Where/When/Who) will trigger more detailed
queries which are specific for each project. When applying this methodology to a use-
case, the sub-questions will have to be adapted to the business requirements. The goal of
answering this series of questions is to convert the functional requirements to technical

requirements in order to come up with a solution suggestion.

The question "How many different locations do these measurements have to be done on?’
will lead to the technical question of "How many sensor nodes are necessary?’. Similar

examples are:
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e Which properties have to be measured? — Which type of sensors need to be

installed?

e Which physical range is needed? — Which connection technology /radio has to be

used?

e How frequent does data have to be sent? — What is the maximum bandwidth of

the used connection technology?

e Is the data prone to interception? — Does the data have to be encrypted and to

which level?

e Etc.

Stating these technical requirements will lead to the skeleton of the final solution. In
the Solution Proposal step, it is not yet the time to start listing the necessary hardware
components. Technological constraints such as needed bit rate or sensor accuracy are

determined but no decision is made about the model of transceiver, model of sensor, etc.

In order to make a correct choice regarding hardware components, further on in the
methodology, detailed information is required. It is recommended to consult data sheets
for all proposed peripherals, but an introduction to the key hardware parts of an IoT
project is given in Chapter 3. Both the hardware of a project and its cost drivers are

listed and analyzed.

2.3.5 Proof of Concept

Defined as the first part in the Executing phase, the Proof of Concept (PoC) sub-step
is discussed here in order to retain reading consistency. Based on the detailed technical
requirements extracted from the business requirements in the Solution Proposal step, a

Proof of Concept solution can be designed.

A PoC is an exercise to test the initial design idea and is focused on experimenting with
different technologies. [12] An example of a PoC is testing whether a microprocessor is
able to talk to the connectivity radio, using a certain protocol. A PoC should clearly
state what it is to be proven and to what degree, in order to be able to feed this feedback

into the decision making process.

The most efficient way of creating PoCs is by purchasing base-station hardware and
combining them with widely available add-on sensor components. This method is named

'Option 2 of the Buy-decision’ (Subsection 2.3.6). Connectivity modules, sensor nodes



Chapter 2 Management Methodology for IoT Projects 17

or other hardware can be interchanged easily to acquire the best compatibility between

components.

When technical feasibility validated and potential stumbling blocks are identified, a
hardware design is made by a (team of) hardware architect(s). Based on this design,
the "Bill of Materials’ (BOM) is created which enlists the needed components in order
to create a prototype. These components are based on the functionality of the PoC but
will not be the same, as dedicated ICs are used for further development, in combination

with modules and/or SoCs (System-on-Chip).

A PoC should always be manufactured, before asking the 'Make-or-Buy’ question as
it is an ideal exercise to experience where the pitfalls are situated when choosing to
manufacture a device autonomously. After having created a technical design for the
PoC, the PoC BOM is made. This BOM will differ from the final list of components, as

costs for components will go down when increasing volume numbers.

2.3.6 Make-or-Buy

Based on the result of the Solution Proposal step and completing the PoC step, an
important decision has to be made: ’Make or Buy’. In order to be able to choose the
best option from an economical point of view, both the optimal Make-solution and the

optimal Buy-solution have to be compared to one another.

In certain circumstances, it can be the case that one of both decisions is impossible and
the project team is forced to choose for Buy or Make, without doing the comparison.
E.g.: The needs described in the business requirements cannot be solved by a (single)

device currently on the market.

The 'Make-or-Buy’ decision is to be made, after first having answered the technical

requirement list of questions, based on following criteria:
1. Does a device, which fulfills these needs, already exist on the market and is it in
line of the budget?
2. Which kind of hardware is required: standard or custom?
3. Which kind of software is required: pre-integrated or custom?
4. Is it cheaper to make or buy such a device, depending on the quantity of the nodes?
As seen, taking this decision is based on a multitude of factors. Choosing between

‘Make‘or ‘Buy* is not always an issue of budget constraints alone. Contextual require-

ments (Figure 2.10) influence the choice as not only the goal of the project is crucial
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but the environment in which the solution is operating as well. The context in which a
project is executed is never uniform and hardware should be modified to these require-

ments, which will have an impact on the total cost of a project.

Example: Developing an IoT project which measures the brightness in a hospital envi-
ronment requires the same type of sensors (accuracy) and actuators as in an oil industry
environment. In retrospect, the functional environment in the latter situation is prone
to ignitable concentrations of flammable gases. Replacing all ordinary switches with
insulated explosion-proof ones will result in a significant higher cost, due to contextual

requirements.

Contextual Requirements

Business Requirements

Functional/Non-Functional
Solution Type Requirements

_— oo

FIGURE 2.10: Project Management situation of Contextual Requirements

If the solution proposal complies with the business and contextual requirements (as
well as with corporate policies and guidelines), a financial assessment can be carried
out. Note that the scope of this thesis is restricted to solely the purchasing of the
hardware (-components) and assembly. Operational costs such as IoT cloud middleware
subscriptions, wireless communication contracts with MVNOs (Mobile Virtual Network

Operators) or energy consumption itself are not taken into account.
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2.3.6.1 Buy Option

In order to compare the costs between the Make and Buy decision, it has to be de-
termined which parts of a project result in financial expenditures. Comparing these

expenses in both cases leads to choosing the economical optimal solution.

Each IoT project’s total cost can be divided into 4 major parts which is illustrated by
Figure 2.11.

Hardware

Assembly/ Firmware Testing/

Costs

Labour Costs Costs Prototype costs

F1GURE 2.11: Cost Building Blocks

Each of these ’cost building blocks’ are discussed into detail in Chapters 3 and 4. If the
"Buy’-decision would be the optimal choice from an economical point of view - which
has to be determined by comparing total project costs - device choices are limited to

what the market has to offer.

The scenario of buying a ready-made IoT device can split up into two cases:

e Buying a commercial dedicated, e Buying a base station and ready-

stand-alone device made extensions

While the first option is truly of the pure 'Buy’ category, the second one can be consid-
ered as slightly leaning towards "Make’. Ready-made components are still being bought
but they have to be assembled later-on, although with a smaller amount of effort when

compared to purely 'Make’.

When selecting the first option, the hardware costs are limited to purchasing the device,
off-the-shelf (OTS). An extensive market research of all available devices, based on
customer reviews, is recommended in order to find the best solution in terms of cost and
quality. The purchase price of an OTS IoT device will generally be higher than the sum

of its hardware components, due to a series of reasons.

First of all, the assembly, labour and development (testing/prototype) costs are ac-
counted for in the purchasing price, as this is done by the producing company. Custom-
arily, firmware is pre-integrated and also developed by the producer. Again, software

development costs lead to a higher purchasing price.

Example: In order to control the temperature in a domestic environment, remotely
and with the least amount of effort, an electronic, programmable and self-learning

Wi-Fi-enabled thermostat has to bought/built. When looking for an OTS solution,
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TABLE 2.2: Cost Comparison - Buy Choice - No Firmware/Assembly

Buy (OTS) Buy (Basestation 4+ Extensions)
Nest Thermostat - 250 EUR ~ Raspberry PI Model B+ - 30 EUR
Watterott RPi Touch Display - 30 EUR
WIFI Adapter - 8 EUR
PIR - 9 EUR
DHT22 - 7 EUR
250 EUR 84 EUR

a Nest®(Figure 2.12) Labs Thermostat can be bought, which suffice to the aforemen-

tioned needs.

Wiy,

IN 20 MIN

72

FIGURE 2.12: Nest®Labs Thermostat
(13]

The second option is to buy a base station as well as ready-made extensions (sensors
and actuators) and combining these hardware elements. Both types of components are
available OTS but need to be assembled hardware-wise and the extensions have to be
integrated with the base station. In comparison to buying stand-alone devices, there is

a limited amount of labour/assembly which have to be accounted for.

Example: A programmable, self-learning thermostat device has to be designed using a
base-station and ready-made extensions. For this example, a Raspberry PI Model B+
is chosen in combination with a Watterott RPi Touch Display (graphic interface and
interaction), a generic WIFI Adapter (connecting to network), a PIR sensor (Passive
Infrared Sensor to detect motion) and a DHT22 Temperature/Humidity Sensor. Total
purchase costs of this hardware design will be lower than the Nest Thermostat (see Table
2.2), when not accounting for firmware or assembly costs. An extensive case-study and

representable example will be given in Chapter 5.

Usually, software to integrate extensions with commercially available base stations is
ready-made. It is however possible that this software is not freeware, that customization
is needed or that (partial) development is required. After the assembly and integration

of the prototype, testing has to be done (See Section 4.4).
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Discussions with founders and employees of Productize ® and Actility” made it clear
that Option 2 of the Buy-decision is not used in practice, for high production numbers.
The base stations with add-ons is only used to develop a viable PoC (Proof of Concept),
before assembling prototypes. A PoC shows a (partially) functional design which is
used as demonstration. A PoC is therefore a prototype that is designed to determine

feasibility, but does not represent deliverables. [12]

8 are considered as not reli-

The reason Option 2 is not used is that base stations
able enough to work uninterrupted. Technical hiccups such as necessary hard resets or
re-flashing of the memory occur more frequently than accepted. Therefor, it is recom-
mended to make a PoC with these devices first and then export the needed functionality
to a dedicated hardware design (Subsection 2.3.5). A migration from Buy to Make is

then made.

2.3.6.2 Make Option

If the 'Make’-decision is shown to be in favor economically, a wider range of hardware

choices can be made. Again, two cases can be described:

e In-House e Qutsourced

These two options are not particular mutually exclusive. It is possible to choose a hybrid

option where parts of the 'Make’-process is done in-house and others are outsourced.

For both the first and second option, a new BOM has to be created. In order to
obtain this list, it is important to have followed the "business/(non-)functional /technical
requirements methodology’ mentioned before meticulously, in order to choose the right

components for the problem setting.

This BOM will differ from the one in the PoC step as any base-stations or add-ons are

swapped with more low-level type hardware (System-on-Chips, etc.).

After purchasing the hardware, assembly has to be done. It is of utmost importance that
the assembly, firmware development and testing of the prototype is done by adequate
personnel. If the in-house team is not suited for any of these tasks, it can be decided to

outsource them.

A second reason to turn to outsourcing is due to financial reasons. If the total cost

of outsourcing a job is lower than the cost of paying in-house personnel (product of

6
7

www.productize.be
www.actility.com/en
8E.g. Arduino/Raspberry Pi/Intel Edison/Beaglebone/Etc
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individual wage per time unit, time spent and number of people). A more into detail

analysis accompanied by best-practice numerical data can be found in Chapter 4.

When having chosen for the 'Make’-decision, the work involving assembly, firmware
development and testing will be considerably more extensive when compared to the
"Buy’-decision and this will result in extra costs. However, the initial purchase price of

the hardware will be lower as only the loose components have to be purchased.

In order to decide between the 'Make’ and 'Buy’ options, a comparison has to be made
based on the financial costs of the four building blocks which are represented in Figure
2.13. Next to the budget constraints of the project, it also has to be repeated that
the executing team needs to possess the required skills for each of the task in order to
make devices in-house. If not the case, outsourcing is required. If both outsourcing and

in-house manufacturing (or hybrid) appears to be more costly, buying is advised.

The crucial factor which influences the total cost of a project, in a non-linear way, is the
amount of devices needed. It is recommended to contact multiple hardware suppliers in

order to obtain competitive offers for different amounts.

Stand-alone Base Station
Off-the-Shelf + Extensions

Hardware Purchasing Cost | Purchasing Cost 8 Purchasing Cost f§ Purchasing Cost

Limited Extensive Extensive

Labour/Assembly

Custom Custom

Firmware Pre-Integrated j Pre-Int./Custom

Testing/Prototype N.A. Limited Extensive Extensive

FIGURE 2.13: Make-or-Buy decision: Building Blocks

A good example of analyzing the Make-or-Buy question is elaborated in a white paper,
drafted by Silicon Labs® [14]. In this document?, a break-even analysis between using
a wireless SoC and a wireless module for a hardware project (Figure 2.14) is made and
the hidden costs of using a SoC are revealed. The difference between the SoC and
the module is not only the antenna design. The module exists of a fully-characterized
PCB (with the SoC) with RF optimization and shielding, timing components (crystals),

regulatory approvals, and standards certifications.

When wanting to implement radio-communication into an IoT project, a wireless com-

ponent has to be integrated onto the main circuit board. The hardware design team

9The Make-or-Buy decision can be applied to the entire IoT device or to a single (or limited number
of) hardware component(s). This example focuses solely on the radio hardware.
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can choose to go with a wireless SoC on the product PCB. It is smaller and cheaper
in purchase cost than a wireless module, which is the second option, but the hardware

design can bring along hidden costs.

Using a wireless module with the SoC of the first option inside will be larger and more
expensive when purchasing. Yet, a majority of the design is already done including
a fully-characterized PCB with RF optimization and antenna layout, shielding, timing

components, external BOM, regulatory approvals, and standards certifications.
Chip antenna Antenna connector

Chip antenna

impedance Antenna
matching impedance
matching
HF XTAL
| and components
Supply HF XTAL

LF XTAL
LF XTAL and components

by-pass caps and components
and components

Supply decouplin,
LC of the PRy pine

DCDC

DCDC inductor

BGM113 Blue Gecko Bluetooth Smart Module Blue Gecko Bluetooth Smart SoC Ref Design

FI1GURE 2.14: Example of a Wireless Module vs a Wireless SoC Layout
[14]

The key question in this comparison is which is the easiest and most cost effective option?

The answer depends on :

e Product (Size and Performance) e Time to Market

e Designer e Volume

A break-even analysis (Figure 2.15) is executed in the white paper for a varying volume of
units (10.000 - 300.000). From the Silicon Labs Research paper[14], it can be concluded
that implementing RF BT SoCs becomes cheaper than using modules when the volume
number surpasses 200.000 - 300.000. Under this threshold, buying is considered cheaper
than making. Also, using modules will remove unknown risks (hard to quantify in
money/time) of designing with a wireless SoC. Using an SoC for a high quantity of

devices is not always justified as hidden costs will arise.
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$400

$200
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S-

$(200)

~——Module Net Profit

—SoC Net Profit

—Breakeven (SoC Profit - Module Profit)

Breakeven
Zone

=

10,000 25,000

50,000 100,000 200,000 300,000

Annual Volumes

FIGURE 2.15: Break-even Example for using a Wireless Module versus Wireless SoC

[14]

A brief overview of these hidden costs mentioned in the white paper is listed below. This

list 1% can be generalized and extrapolated for examples other than wireless components,

as will be demonstrated in Chapter 5.

e Engineering : Base Salary Engineer + Overhead Costs (33%)

e Equipment : Rent/Buy equipment, software and facilities

e Board Lay-Out : Tweaking board to real-life conditions

e Regulations : Licensing/Approvals take time and money

e Time-to-Market : Each day the product is not on the market is a day of lost

revenue

e Supply Management : Sourcing single module is simpler than sourcing BOM to

fit SoC. Independence of suppliers is important to guarantee stable production.

Discussions with the founders and employees of Productize and Actility confirm the

findings in this aforementioned white paper. If decided to choose for an SoC instead

of a module for 1 or several components, a specialized engineer (1 full-time equivalent

(FTE)) has to be employed for each field of expertise.

According to Glassdoor.com, The salary for a Belgian RF Engineer is 46-50K EU-

R/year!!, which does not account for overhead costs such as office space, fringe benefits,

etc. A basic rule of thumb is to add an extra 33% on top of the salary, which costs the
company 61-67K EUR /year.

10A detailed explanation and numerical data for each of these six subjects can be found in the white
paper[14]. This numerical data will be used in the case study (Chapter 5).
"https://nl.glassdoor.be/Salarissen /rf-engineer-salarissen-SRCHKO011SDAS . htm
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It has to be kept in mind that, for example, if the choice is made to integrate SoCs for
both wireless communication as processing unit, two separate engineers (2 FTE) have
to be hired. Another remark the people at Productize and Actility have, is that an
engineer is not laid off after having created a hardware design. Engineers will have to
service the deployed IoT installation, full-time or part-time, as duty continuity has to
be ensured. This will result in a recurrent cost (salary) when having chosen to go with

the Make-decision.

Note: The integration of an RF SoC on PCB exists of optimizing antenna layout, shield-
ing and timing components, so no interference of signals occurs. Each proprietary RF
design needs regulatory approvals and standards certifications, which are already in-
cluded when buying modules. This is the reason modules are generally more expensive

and larger than SoCs.

2.3.7 Future Actions

After having made a decision involving the Make or Buy decision of the devices, several
other milestones need to be defined in order to be able to transgress towards the next
phase. The constraints set in this step will affect the decision domain in the Executing

phase. Answers to following questions need to be defined:

Which hardware supplier?

e When will the initial prototype be finished? (only for Make-decision)

When will the testing commence/end? (only for Make-decision)

When will the final device production start? (only for Make-decision)

When will the device be installed and fully functional?

It is clear that, in case of the Buy-decision, the steps following the Solution Proposal

will be significantly less extensive than having chosen for the Make option.

In the Future Actions step, a projection of cost evolution can be made, based on the cur-
rent cost estimations and the expected growth in users, assets and/or events. Changing
volume parameters can shift the preference from the ’Buy’-option towards the 'Make’-

option or the other way around.

It is important to have an unambiguous and clear schedule for the entire team, before
the actual Executing phase starts. In the next section, the third and final phase of the

IoT project management methodology, created in this thesis, will be elaborated.
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A discussion can held about which parts of the building blocks, mentioned in the next
section, could still be part of the Making phase. It is more important to ensure that
each step of the methodology has been followed in practice instead of categorizing each

of them from a theoretical point of view.

2.4 Executing

In the third and final phase of the IoT project management scheme (Step 3 in Figure
2.1), the decisions made in the Planning and Making phases will directly influence the

action range.

After having made forecasts and assumptions involving the project, the execution phase
can commence. If the project team has run through the former two phases meticulously,

the final steps should be limited in time and costs.

It is recommended to spend a good amount of time on the Planning and Making Phase
as these are not as cost intensive as the Execution Phase and they can significantly

reduce the costs of the latter phase (1-10-100 rule - Figure 4.2).

Just as the Planning and Making Phases, the Execution Phase can be divided into
a number of sub-steps, following each other in series or being able to be executed in
parallel. To create clarity in sketching the building blocks of the methodology, the

Execution Phase is divided into 4 steps:

1. PoC (already discussed in Subsection 3. "Mass’-Production
2.3.5)

2. Prototyping 4. Evaluation

A block diagram of the addition of the third phase is illustrated in Figure 2.16. As
it can be observed, the final step in the Executing phase comprises the evaluation of
the entire project and its outcomes. Elaboration concerning each step will be provided,
respectively in Subsections 2.4.1, 2.4.2 and 2.4.3. The evaluation step is denoted as
a single block on the schematic, but it has to be considered as a continuous process.
Final project evaluation is executed at the end, yet partial evaluation (fulfillment of
business requirements, hardware design, etc.) is done after the PoC, Prototype and

Mass-Productions steps.
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Future Actions

FIGURE 2.16: Addition of the third phase: Executing

2.4.1 Prototyping

2.4.1.1 Introduction

In the next paragraphs, details about the Prototyping step are set down. A prototype
is an early model of a product built to test the complete design and to be able to learn
from. Prototyping serves to provide specifications for a real, working system rather than
a theoretical one.[15] A prototype is configured by certain hardware, which is intended

to be used in the Mass-Production step.

Before a prototype can be developed, a more rough version of the device should be
created: the Proof of Concept (PoC). The prototyping and mass-production phases
are solely reserved for the Make-decision. When having decided to buy the device,
these steps are replaced by the installation on asset and deployment according to the

manufacturers instructions.

2.4.1.2 Prototype

Both the Prototyping step and the Mass-Production step are very much alike, with the
number of constructed devices being the major difference. Elaboration of these steps
are focused on the Make-decision, as this would be trivial when choosing to Buy. The
Prototyping step can be subdivided into 7 sub-stages, which have to be run through in

series, unless explicitly mentioned (Figure 2.17).

1. Ordering Hardware 5. Integrating Firmware

2. Assembly
6. Installation on Asset
3. Developing Firmware

4. On-Asset Preparation 7. Testing

After having created the Prototype BOM, this hardware has to be purchased with the

most suitable supplier. The selection process for suppliers has been completed in the
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FIGURE 2.17: Breakdown of the Prototyping phase

Making phase. Sufficient components should be ordered to built a number of repre-
sentable prototype, not necessarily constructed with identical hardware (for testing pur-

poses).

After having acquired access to all the needed hardware, assembly can be initiated.
Independent of having chosen to (partially) outsource mass manufacturing or keep it in-
house, prototyping should always be executed in-house. If prototyping is kept in-house,
total loop time and project time length will decrease significantly. In sub-stage 7, testing
will create a feedback loop towards the very first step. Testing should not be seen as a

separate step but as a omni-present attitude towards device development (See Section
4.4).

Development of the firmware is placed as the second sub-stage in the Prototyping phase,
but can be done parallel with steps 1 to 4. The firmware development team has to ensure
the code is finished when integration must commence. The On-Asset preparation can
also be done parallel with the before mentioned action, but has to be completed before
the device has to be installed in its functional environment. Depending on the contextual
requirements, the testing sub-stage can encompass a small or significant amount of time
in the execution phase. Testing, for both the Prototyping as Mass-production step, also

includes the acquiring of certifications for the used hardware and production processes.

Example: A wearable heart rate monitor is an IoT device which can function in a medical
context (hospital) and will directly affects the interpretation of personal health. Testing
should be executed more extensively than for the same device which is only being used

in a casual manner (fitness tracker).

Certifications such as the European Conformity (CE-marking) are mandatory markings
for products sold within the European Economic Area since 1985 (FCC in USA). If the
product is not meant to be sold, this certification is not required, as it is used under own
risk policy. If licensed radio frequencies (Example: BTLE) are used for data transfer, a
design qualification has to be executed by the licensing company and an RF certification

fee has to be paid.
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In order to finish the project in the least amount of time possible, basic project man-
agement rules apply: it is recommended to clearly state deadlines based on the 7-step

plan described earlier, for both the Prototyping as the Mass-Production stages.

2.4.2 Mass-Production

2.4.2.1 Introduction

After having completed the manufacturing of the prototype, which has to be approved
in the Testing sub-stage, mass-production can be initiated. The Prototyping and Mass-
Production steps are interconnected by a cost-cutting phase. The prototype is analyzed
for passive components which do not contribute to the working of the device. The final
design does not include these redundant parts and hardware as well as assembly costs

will drop (assembly costs go up for an increasing number of parts).

Mass-production refers to the stage where production numbers are expanded in order
to satisfy the client demand. These production numbers do not imply high lower limits,

as the name could suggest.

2.4.2.2 Pilot

Before starting the mass-production of the final product and pushing it to the entire
client base, a pilot series is distributed. A pilot (or beta) uses the full production system
and tests it against a subset of the general intended audience.[12] The reason for doing
a pilot is to get a better understanding of how the product will be used in the field and

how to refine the product.

Also, it is possible that there are open-ended questions about scalability that only a live
audience using the product can answer. The feedback collected from the pilot is used
to implement refinements into a general release. These improvements should be minor

and the final product will not differ significantly from the final beta device.

2.4.2.3 Final Products

It is possible that several prototypes were designed and tested, to assess the fitness of
use of all of them. When having chosen the most adequate solution, using the pilot
series, the mass-produced devices will be copies of the final prototype. A series of steps
can be defined which will be similar to the Prototyping step, yet more concise (Figure
2.18).
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1. Ordering Hardware 5. Integrating Firmware

2. Assembly
6. Installation on Asset
3. Firmware Adjustments

4. On-Asset Preparation 7. Testing

FIGURE 2.18: Breakdown of the Mass-Production phase

Numerous hardware components, similar to the ones found in the final prototype, have
to be ordered and acquired. In the mass-production stage, assembly can be executed
both in-house or outsourced. Outsourcing enlarges the duration of the feedback loop,
but the number of loops will be reduced to a minimum due to earlier extensive testing

of the prototype.

Development of the firmware is absent in the mass-production phase, yet it is possible
that (minor) tweaks need to be applied to the software, due to scale expansion (more
devices working together). This process can be done in parallel as the deadline is defined
by the moment that integration of the firmware initiates. The on-asset preparation,
which also can be done in parallel, will be identical to the necessary ones executed in

the prototype phase.

Integrating the firmware is usually done before installation on the asset. It is however
possible, for some devices, to modify or upgrade on-board software using the connectivity
radio to transfer data. Integrating firmware is recommended to be done in batch, as
this will reduce project time spent. The final testing step is far more limited than in
the prototype phase. The hardware design has been approved already, but each final
device should be tested for component flaws. An overview of the Prototyping and Mass-

Production steps is shown in Figure 2.19.

2.4.3 Evaluation

The final sub-step of the IoT Project Management Methodology covers the evaluation

of the project outcome. Evaluation can be defined as using systematic methods in order
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FIGURE 2.19: Prototyping and Mass-Production steps

to collect, analyze and use information to answer basic questions about the efficiency

and efficacy of a created solution.

Evaluation can and should be done continuously throughout the process, during different
stages of the project. On the block diagram, evaluating is depicted as the final step, but
after having followed the methodology, 2 types of evaluation have already been described

implicitly: ’ex-ante evaluation’ and 'mid term evaluation’.

The ex-ante evaluation describes the starting position of the project in order to measure
the distance travelled. The mid term evaluation is the action of formally measuring to
see if the original environment has changed in a way which impacts on the relevance of
the original objectives. Objectives can be reviewed and timescales can be re-negotiated,

based on whether the project is on target in terms of its projected outputs. [16]

The ex-post evaluation is final sub-step in the block scheme and is executed after the
project is completed. It includes a list of the project’s processes and outputs and an
analysis of the project’s impact on the initial problem settings. Based on this evaluation,

the Future Actions block can be influenced, which can be illustrated by a feedback loop.

Future actions are part of the Planning and Making phase and are described before
prototyping commences, but they can be adjusted, based on the ex-post evaluation,
in order to improve the next generation or production batch of devices. A complete

overview of the methodology building blocks is given in Figure 2.20. 2

2.5 Conclusion

Chapter 2 has outlined a clear path for every IoT practitioner which wants to design
an IoT project from the very beginning. The main purpose is to deliver actionable

instructions to project teams on how to implement an IoT project creation strategy.

The created methodology look at both the project as product level and is based upon
software development methods as well as on the advice and best practices, learned from

existing IoT agencies.

12 A more detailed elaboration about project testing and the related costs can be found in Section 4.4.
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Creating the building blocks of this methodology is the result of an iterative process. The
theory is tested upon a real-life case-study (Chapter 5) and adjusted/extended where it

seemed necessary.



Chapter 2 Management Methodology for IoT Projects

33

Mass-Production
+ Pilot

N ,
Prototyping

PGA - Future
Actions

Make-

) or-Buy

Solution
Prop

Location
Description | Screening | Dimensions

Problem

FIGURE 2.20: Total Overview of the Management Methodology for IoT Projects (see
Section 4.4 for elaboration about the Testing Phase)



Chapter 3

Hardware Analysis of an IoT

Project

3.1 Introduction

In this Chapter, a qualitative description of all hardware components, used in an IoT
project is given in order to obtain an estimation of the cost. Next to hardware, an IoT

project has three other main cost drivers, as depicted on Figure 3.1.

In this Chapter, the focus will lay upon the analysis of components of a generic project

with the goal of dissecting an IoT device and enlisting the hardware part families.

Hardware Assembly/ Firmware Testing/
Costs Labour Costs Costs Prototype costs

FiGURE 3.1: Cost Building Blocks: Hardware

Each IoT device is constructed out of one or several hardware components, observed in

Figure 3.2. Each of these blocks are thoroughly discussed in the next upcoming chapters.

Hardware in IoT Device

Connectivity Power
Radio Supply

Sensors MCU

FiGure 3.2: Hardware Building Blocks
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3.2 Network Technologies

3.2.1 Introduction

The Internet of Things or Industrial Internet will not only include new devices such
as wearables or specially designed sensors, but will also implement systems which are
already installed and are currently operating outside of the 'ToT Cloud’. The creation of
new projects or implementation of existing hardware to connect to the IoT cloud! will
bring along a certain cost for each design. These costs will depend on the fact whether
or not the interconnected devices are IP-based and need the ability to connect specific

network technologies with the accompanying protocol stack.

Two major challenges in designing IoT projects are scale and connectivity. The IoT is
expected to encode 50 to 100 trillion objects and should be able to follow the movement
of those objects. Human beings in surveyed urban environments are each surrounded
by 1.000 to 5.000 trackable objects. [17]

Each device connected to the Internet must be assigned to a unique IP address, which
offers the possibility of identifying and locating each node?. Observing the exponential
growth of the Internet in the 1990s and 2000s, it was made clear that the original
limitation of 4.294.967.296 (232) addresses, imposed by the original IPv4 protocol, would
be insufficient to connect the growing number of devices in the future. Using 128-bit

IPv6, a total of 2!?® unique addresses can be defined.

Connecting IoT nodes can have a static or moving character, depending on the goal
of the project. These nodes will always have to be connected to the Internet using a
certain type of connection technology. Several existing technologies are well-established

and have the potential of fulfilling the majority of requirements for IoT networks.

Cellular networks excel in simultaneously interconnecting multiple devices, absence of
interference, relatively high reliability, long range, and capable to service both low-data
rate latency-sensitive and high-data rate applications on the same infrastructure.[19]
However, existing cellular technologies have shortcomings which (frequently) rule them

out for the emerging flood of IoT projects.

Implementing power-efficient, secure and reliable access of the nodes to the Internet
using appropriate technology and taking into account the number of nodes per project
will involve a development and implementation cost which appears to be unique for each

project. By means of a hardware framework, costs for each connection technology and

!The cost of deploying cloud services is beyond the scope of this thesis.
2A mnode is a basic unit used in computer science. When defining nodes on the Internet, a node is
anything that has an IP address.[18]



Chapter 3 Hardware Analysis of an IoT Project 36

linkage to parameters such as the number of nodes, transmission range, etc. a basic cost

prediction for an IoT project can be executed.

For the inter-connectivity of IoT nodes, a bewildering choice of technology options is
available. The choice of communication technologies will affect the project’s hardware
requirements and costs and depends on the application’s needed security, range, power
and data requirements as well as battery life. A list of several available and usable

technologies is given in the following sections.

3.2.2 Cellular

Currently, the most globally used communication technology is the cellular system. As
mentioned in the introduction, cellular technologies are able to meet most, yet not all,
of the requirements for decent IoT networks. In what follows, a brief elaboration of the

different cellular technologies is given. [19]

2G/GPRS/EDGE

2G/GPRS/EDGE is relatively power efficient due to its Time Division Multiple Access
(TDMA) 3 nature and narrowband 200 kHz channel bandwidth, relatively low-cost, and
very long range especially in its 900 MHz band.

2G is not actively maintained and developed anymore. Therefor, the possibility of re-
farming or even re-auctioning the frequency bands should be made available, potentially

for IoT technologies.

3G/UMTS/WCDMA /HSDPA

3G/UMTS/WCDMA /HSDPA is power hungry by design, compared to 2G, due to con-
tinuous and simultaneous (full duplex) receiving and transmitting using Code Division
Multiple Access (CDMA) # that has proven to be less power-efficient than TDMA.
CDMA is best suitable for symmetric traffic, which is not typical for IoT clients.

It is well-known that the battery-life is characteristically shorter when operating in 3G

mode compared to 2G mode, either in idle state or during a low data rate.

3TDMA is a channel access method for shared medium networks, which allows several users to share
the same frequency channel by dividing the signal into different time slots.[20]

4CDMA is an example of multiple access, where several transmitters can send information simultane-
ously over a single communication channel. CDMA employs spread-spectrum technology and a special
coding scheme.[21]
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Chinese 3G

Chinese 3G or TD-SCDMA?® was developed in the Peoples Republic of China as a way

to avoid patent and license fees associated with other 3G technologies.

TD-SCDMA uses a narrower channel bandwidth and provides lower data rates than
WCDMA, but its time-slotted nature provides better power-efficiency, along with less
complexity. Although TD-SCDMA is too power-hungry to cover the most constrained
IoT use cases, it could be considered the most suitable existing cellular technology for
IoT.

4G/LTE

4G /LTE is more power-efficient than 3G, has reduced complexity thanks to its data-only
architecture and its limited backward compatibility with 2G/3G. It uses OFDMA®[22]
physical layer in a wide channel bandwidth, typically 20 MHz, for delivering high data
rates, 150 Mbps and more.

Interestingly, the requirements for the IoT have been acknowledged and some standard-
ization efforts are aimed at Machine-to-Machine (M2M) lower-complexity and lower-
cost. Releases of lower-power version have been foreseen to be commercially available
in 2017-2018.

Conclusion

To summarize, two of the main disadvantages of cellular technology are the battery
consumption and the cost of the hardware. Although, as mentioned before, some cellular
protocols could be suitable for IoT, but existing cellular technologies can be considered

cumbersome and overkill.

A third major drawback of existing cellular technologies is that they use licensed fre-
quency bands, which means that a license has to be purchased and users are charged
high rates in order to pay for the spectrum licenses (see Section 4.4). With the eye on a
rising number of IoT appliances, it is not possible to charge a high amount for each node
connected to the network. It can be concluded that cellular technologies suffer from high

power consumption and operate on a limited amount of scarce frequency bands.

®Time Division Synchronous Code Division Multiple Access
50rthogonal Frequency Division Multiple Access
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3.2.3 Bluetooth

Bluetooth is a wireless technology standard and uses short-wavelength radio transmis-
sions to exchange data. Bluetooth is used for data transfer over short distances with
data rates up to 1Mbps, between 1-150m and utilizes the globally unlicensed 2.4 GHz

short-range radio frequency band, which means no license fees have to be paid.

Bluetooth is a packet-based protocol with a master-slave structure. One master may

communicate with up to seven slaves in a piconet’. [23]

As a response to the need for low-power applications, the Bluetooth Special Interest
Group (SIG) designed Bluetooth Low-Energy (BLE), branded as Bluetooth Smart. BLE
is focused on IoT projects as it offers a comparable range to Classic Bluetooth but has
a significantly reduced power consumption. In comparison to Classic Bluetooth, BLE is

engineered to send small data packets instead of large data transfers.

BLE/Smart utilizes the same 2.4 GHz radio frequencies as Classic Bluetooth, which
allows dual-mode devices to share a single radio antenna. LE does, however, use a

simpler modulation system. [24]

An example of a dual-mode application involving personal health can be observed in

Figure 3.3.

Running
Shoes

Music whilst you're running Recording how many staps you've takan

Bluetooth's Dual-mode advantage. One chip supports both applications

FiGURE 3.3: Example of a dual-mode application - Classic Bluetooth and BT LE

"A piconet is a computer network which links a wireless user group of devices using Bluetooth
technology protocols.
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3.2.4 WiFi

Another possibility to connect IoT projects is to use WiFi, as this connectivity method
has been adopted in home environments since several years. Therefor, a wide infrastruc-
ture has been deployed which can be used for fast data transfer and large quantities of

data.

The standard being used in current domestic and business environments is so-called
IEEE 802.11n-2009 or short 802.11n, which uses multiple antennas in order to increase
data rates up to 600 Mbps maximum. 150 to 200Mbps is more typical as the throughput

depends on the channel frequency used and number of antennas. [25]

IoT projects will seldom require the data rates offered by 802.11n or its successor
802.11ac (theoretical throughput up to 1 Gbps). Also these standards are too power-

consuming for many IoT applications.

In the beginning of 2016, a new protocol, called 802.11ah or WiFi HaLow, was un-
veiled by the WiFi Alliance®. The new wireless standard functions of a 900Mhz band
(license-exempt bands) and combines the lower frequency with lower power require-
ments, resulting in a better propagation of signals and a larger effective range (double)
compared to 2.4Ghz/5Ghz frequencies as it can penetrate walls and doors more easily.

At the highest frequency, WiFi HaLow is expected to reach distances up to 1 kilometer.

A second wireless standard for sub 1 GHz bands is 802.11af which operates in TV white
space spectrum, in the VHF and UHF bands between 54 and 790 MHz. 802.11af is not
considered an IoT option yet, as it is still in its draft stages, at the moment of writing
this thesis. Using the white space spectrum provides an effective way of accessing more
radio spectrum in an area where available bandwidth is at a premium and utilising the

resource more effectively. [26]

A schematic of the different wireless standards and their frequencies and ranges can be

observed in Figure 3.4.

3.2.5 ZigBee

ZigBee is based on an industry-standard wireless networking technology operating which
operates at a frequency of 2.4GHz and focusses on applications which require infrequent
data transfers at low rates. The technology behind ZigBee enables the creation of
personal area networks (PAN’s) with small, low-power digital radios and aims to be

cheaper and simpler than Bluetooth or Wi-Fi.

Shttp://www.wi-fi.org/discover-wi-fi/wi-fi-halow
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Because of its low power consumption, transmission is limited to maximum 100m. It
is possible for ZigBee devices to transmit data over longer distances by passing data
through a mesh network using intermediate devices. ZigBee is used in low data rate
applications, which makes it ideal for IoT applications as these require long battery life.

Data transfers go up to a rate of 250 Kbps.

ZigBee networks support star as well as tree networks, and generic mesh networking. It

is necessary for every network to have one coordinator device.

3.2.6 Z-Wave

Z-Wave is a wireless, low-power, radio-frequency communications technology, focussed
to allow home automation. It operates on the sub-1Ghz band, which results in non-
interference with other wireless standards which operate in the 2.4-GHz/5-GHz range,
such as WiFi, BT or Zigbee.

Z-Wave is designed for reliable communication of small data packets (low latency) with
rates up to 100kbps. In contrast to Zigbee, Z-Wave supports full mesh networks without
having to implement a coordinator node. Z-Wayve is also easily scalable and is focussed

on fast and simple development because of the easy protocols.

Each network can include up to 232 nodes. Nodes are divided into two sets:: controllers

and slaves. Ranges can go up to 30-100m, which is sufficient for domestic environments.
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ZigBee and Z-Wave can be applied for the same applications. ZigBee is more versatile
because profiles are available in order to minimize development time for frequently used

applications. On the other hand, Z-Wave has a larger range.

3.2.7 Sigfox

Sigfox is a wide-range technology, which uses the industrial, scientific and medical (ISM)
radio bands (narrow spectrum) and has a range which lays between WiFi and Cellular
(3-50 km).

Sigfox uses Ultra Narrow Band (UNB) and is designed to transfer data with speeds up
to 1Kbps. As a result of this low data-rate, power consumption is extremely low, e.g.

100 times lower than cellular.

The Sigfox technology can be characterised by its abilities/restrictions to send up to 140

messages/object/day, where every message can be up to 12 bytes.

Sigfox operates at the 900 MHz frequency. In order to use Sigfox, a license for each

device has to be purchased.

3.2.8 NFC

NFC (Near Field Communication) enables two electronic devices to connect by bringing
them within a 4 cm range of each other. If one of both devices has connectivity to the

Internet, the other one is able to exchange data with services such as bank transfers.

NFC uses electromagnetic induction, operating within the globally available unlicensed
radio frequency ISM band of 13.56 MHz and has data rates ranging from 106 to 424
Kbps. [28]

Due to its very modest range, NFC applications are limited to contactless transfers

where users are in the direct vicinity of the object they interact with.

3.2.9 LoRaWAN

Similar to Sigfox, LoRaWAN also focuses on WAN applications and is designed to func-
tion in a low-power environment, ideal for IoT and M2M (Machine-to-Machine) appli-
cations. LoRaWAN supports large networks up to millions of devices and has data rates

up to 50 Kbps. The range of a networks varies between 2 to 15 km.
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LoRaWANs uses the ISM band (868 MHz and 915 MHz) which means the network
can penetrate large structures. The technology is designed to connect sensors in harsh
environments, over long distances. [29] Using its penetration capability, sensors can

connect underground, in basements or under water.

3.2.10 Wired

Every technology mentioned in the past subsections is based on wireless standards.
IoT projects can be connected to the Internet using a wired connection, if the physical
location is assumed fit. Wired connections require a category 5, 5e or 6 (CAT5, CAT5e,

CAT6) Ethernet cable towards each node, starting from the upper-level router or switch.

Purchasing wiring is a costly process. Once the wiring is laid out, the physical location
of a node is static and cannot be moved during its lifetime. It is possible to power a
node through Ethernet if the equipment supports Power over Ethernet (PoE). For the

majority of IoT projects, wireless standards will be preferred.

3.2.11 Comparison

A quantitative comparison of the technologies discussed in previous paragraphs is given
in Table 3.1. [30] [31] [32] [33]. Some important remarks are mentioned in the notes

below.

Numeric values of indoor and outdoor ranges will depend on the amount of obstacles
in the LOS, as this can drastically lower the maximum range, depending on the used
frequency. Generally speaking, higher-frequency modes are more absorbed by buildings

than their lower-frequency counterparts, which can travel further.

The values for maximum bit rate is based on theoretical research. Transfer speeds in real
life situation will be lower due to physical obstacles (energy dissipation) and interference

of other signals.

The current consumption displayed in the table is the value of an active transceiver and

is based on the typical usage of a generic radio adapter at a voltage of 3.3V.

The values for the current consumption are average numbers for an example environ-
ment, based on a wide range of measurements of different projects. Momentary current
consumption depends on the transfer frequency of the radio, as sending/receiving will

result in large peaks in current draw when compared to the idle state.
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3.3 Power Supply

IoT hardware has to be powered by a power supply unit (PSU) which is able to deliver
sufficient energy for an extended period of time. Equipping each node with a battery
would result in the purchase, maintenance and disposal of billions of batteries. Energy
can be harvested in several other ways, focusing on powering remote devices using clean

energy.

As already mentioned in previous paragraphs, the ability to place wireless nodes in
several remote locations is crucial. E.g. : underneath asphalt, inside walls, in moving
vehicles, etc. In multiple of these locations, the installation of power-distribution wires
is not possible. In case of batteries, the battery life is an important issue. For this
reason, it is important that projects are as power-conserving as possible to extend the

time between battery replacements.

It is necessary to match the demanded power of the integrated circuit (IC) with the
power generating element. Characteristics such as voltage and current are unique for
each power source. In the next paragraphs, several different methods to power IoT
projects will be discussed as well as their strengths and weaknesses. A general schematic

of the composition of a wireless network node is given by Figure 3.5.

Wanr with Energy Harvesting

Ambient ﬁs Al
Energy [ Sy
Source

Existing : Coin Batteny / Dmy Batteny+ PMIC

F1cURE 3.5: Composition of a Wireless Sensor Network Node
[34]
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3.3.1 Direct Current

3.3.1.1 Batteries

In the paragraph about connection technologies, a wireless standard is chosen. The next
step for designers of this project is to determine factors such as transmission strength /-

duration as well as the duty-cycle between active and sleep states. [35]

Transceivers go into sleep mode when not in use in order to save power. The device
consumes less power when in sleep state which extends the battery life. The frequency

of wireless transmissions (duty-cycle) will directly affect the battery life of the product.

Once the duty cycle has been analyzed, different battery options can be analyzed. Gen-
erally speaking, smaller batteries have less storage capability than larger ones. Also, the

used technology in the battery affects the capacity and cost.

A first kind of frequently-used batteries, next to Lithium, is Alkaline. E.g.: 1.5 volt AA
and AAA

(+) Low cost.
e (+) Relatively high storage capabilities
e (-) Large size

e (-) Prone to leakage
Another technology is Lithium batteries. E.g.: CR2, CR123A

e (+) Smaller in size

e (+) Lower weight

e (-) Low leakage

e (-) Higher costs
Small coin-cell sized batteries are efficient, when comparing storage to size. However,
because of their small size, they still have lower storage than AAA batteries, so coin-cell

batteries are used in designs for very low power use. A comparison of the different used

battery form factors can be observed in Table 3.2 [35].

The advantage of using batteries in IoT projects is that they are relatively cheap to re-
place compared to other power sources such as solar cells or vibrational energy harvest-

ing. Depending on the power usage of the entire circuit, batteries can have a lifespan up
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TABLE 3.2: Battery Form Factors

Type 2xAAA CR2032 CR123A CR2
Material  Alkaline LiMnO2  Lithium Lithium
Voltage 3V 3V 3V 3V
Capacity 1.000 mAh 225 mAh 1.500 mAh 800 mAh
Diameter 10.5 mm (x2) 20 mm 17 mm 15.6 mm
Height 45 mm 3.2 mm 34 mm 27 mm
Weight 24 g 3g 17 ¢ 11g

until several years. Batteries cannot be used in projects which are meant to be installed
and then forgotten, as battery replacement can be impossible without (damaging) dis-
assembly, unless the project is of temporary nature (monitoring for limited time, throw

away device later).

E.g.: Nodes embedded in walls, concrete or in non-removable casings. For these projects,

other technologies will come forward.

Batteries will deliver power at a constant voltage up until 80 percent of their lifespan. If
the voltage of the battery supply is chosen to be equal to the demand of the remaining

hardware, there is no need for voltage conversion using as DC/DC converter.

In the case of using batteries as a power source for IoT projects, the major cost driver
will be the amount of times having to purchase batteries, in other words the amount of
times of having to replace them during the lifespan of the IoT project (in relation to the

lifespan of the batteries).

3.3.1.2 Solar Cells

Powering an IoT project using solar power is a viable option in case of a well-lighted
environment and if replacing batteries is not easy-to-do. There is a broad range of usable

Solar Power Modules which can deliver energy to projects.

Important to keep in mind that solar modules have to be combined with a Solar Charging
Regulator and a battery. If no battery is implemented as a storage medium, the project
will only be powered on in case of (sun)light. The remainder of energy not consumed by
the project, would be lost. Using a battery pack, solar energy can be stored and used

during the night or in case of a cloudy day.

A second necessary component, when using solar cells as a power source, is the Solar
Charging Regulator (SCR). This is an electronic controller which switches on the con-

nection to the solar cells if the battery is empty and switches it off again, when the
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FiGure 3.6: Example of a Solar FI1GURE 3.7: Example of a Solar Panel
Charging Regulator Circuit
[36] [37]

battery is fully charged. The power consumption of a typical SCR is negligible (1-3
mA).

An example of both a single regulator and a solar cell panel connected to a battery

through a regulator are respectively pictured on Figures 3.6 and 3.7.

The cost drivers, when using solar cells to power a project are the capacity (and thus
surface) of the solar cells and regulator as well the storage capacity of the batteries,

accounting for their lifespan.

3.3.1.3 Vibrational energy

Piezoelectric patches or modules can convert mechanical energy to electric energy. Simi-
lar to using solar cells, a battery is recommended to be used for when mechanical energy

is not present and the project needs to be powered.

In between the battery and piezoelectric patch, a rectifier (example in Figure 3.8) with
capacitor has to be positioned which converts the fluctuating alternating current (vari-
able AC) to a constant direct current (constant DC). The reason vibrational modules
are classified under DC power sources is because the frequency of the input vibrations

is not constant.

By applying high repetitions and great amplitudes of a mechanical load on the piezoelec-
tric module (3.9), the energy level is increased. Typical power supplies of one module
range around 3.6 volts and 100 mA. Using and charging a super capacitor instead of a
standard battery is a good alternative to store a smaller amount of energy which can be

delivered in a short amount of time.

Piezoelectric modules are used in applications such as LED signage next to rail roads,
monitoring of industrial machinery or powering wireless sensors, all in environments

prone to vibrations.
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FI1GURE 3.8: Full-wave bridge rectifier

with a high efficiency buck converter FIGURE 3.9: Example of a piezoelec-
optimized for high output impedance tric module
energy sources such as piezoelectric [39]
modules
[38]

The cost drivers, when using piezoelectric modules to power a project are the capacity
(and thus amount) of the modules and rectifier as well the storage capacity of the
batteries, accounting for their lifespan. Piezoelectric modules are usually custom-made

to fit different power needs.

3.3.1.4 Thermal energy

A thermal energy-harvesting system (TE systems) takes advantage of a temperature
difference between two surfaces. As temperature gradients are everywhere, a wide range
of equipment operating at temperatures much higher than the ambient environment can
be found.

Human bodies are relatively warm considering core body temperature is 37 degrees
Celsius. Skin temperatures are typically in the range of 32 degrees Celsius. Using a TE
system, a harvester attached to a persons skin offers a temperature difference of around
10 degrees. [40]

Typically, TE systems generate a potential of 10 mV for a temperature difference (AT) of
1 Kelvin/degree Celsius. In order to power the hardware in a generic IoT project, it needs
to be said that a step-up converter (and power manager) will be needed. Otherwise, AT
would have to around 300-500 degrees in order to power a generic loT project which is
not always realistic. Also, TE systems do not give a constant, distortion-free signal so

it has to be smoothed by a power manager.

In case of using TE systems, it can be assumed that a certain AT is constantly present.
The exact difference can fluctuate but will be compensated by the power manager (which
includes capacitors as a buffer). Therefor, batteries are not considered necessary in these
systems. If the source of the ambient energy is not always present, energy storage is a

necessity. An example of a thermally powered wireless sensor is given in Figure 3.10.
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TABLE 3.3: Comparison between different energy harvesting technologies
Energy Generated Output .
Source Technology Power Voltage Environment
Light Solar Cell 30uW 0.7 VDC/cell Indoor-Outdoor
-10mW /em?
. . Piezoelectric  10uW Human Action-
Vibration Module 5004/ cm? 80 VAC Mechanical Vibration
Thermal
2
Temperature TE Module  0.5W/cm 10mV/K Differentiation

The cost drivers, when using TE systems to power a project are the capacity of the

Peltier module (Figure 3.11) as well as the capacity of the DC-DC converter (and power

manager). Depending on the fact that batteries are needed, the storage capacity is an

additional cost driver.

A comparison between the different energy harvesting technologies is made and can be
observed in Table 3.3.

f Antenna
Peltier !
Element
STM 312
. Sensor
Element

FIGURE 3.10: Block diagram of a thermally powered wireless sensor
[41]

| Styrofoam | | Styrofoam |

Ambient Air

FIGURE 3.11: Thermal insulation surrounding the Peltier element
[41]
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3.3.2 Alternating Current

The power sources discussed in previous paragraphs are all based on direct current (DC)
delivered to the circuit board of the IoT project, whether or not a DC-DC converter
is needed. Another possibility is to indirectly power the hardware using alternating

current, coming from an AC outlet or received wirelessly using antennas.

3.3.2.1 Outlet

Globally, there are two basic standards for voltage and frequency in the world. One is
the North American standard of 120 volts at a frequency of 60 Hz, while the other is
the European standard of 220/240 volts at 50 Hz. [42]

Both ranges of voltages are not considered fit for use in electronic circuits such as IoT
projects, as they require a direct current and a lower voltage. In order convert an AC
signal with a high amplitude to a low DC signal, an AC/DC converter (AC adapter)

can be used.

AC adapters are used with electrical devices that require power but do not contain
internal components to derive the required voltage and power from mains power. These
adapters can be used to power a circuit directly or to recharge the battery pack of a

project.

The most important cost driver, when using mains power in IoT projects, is the power
capacity of the AC adapter. Other aspects such as regulation, reliability and ripple-
reducing are considerable when choosing a converter but these specifications are a lot
harder to quantify. An example of an AC/DC power supply with a US plug and its

internals is given in Figure 3.12.

FIGURE 3.12: Example of an AC/DC power supply
[43]
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3.3.2.2 Wireless Power Transfer

Wireless power transfer (WPT) consists of transferring energy, comming from an AC
source to an electrical load, without the use of cables or discrete conductors. WPT can
be considered useful in case of having to power projects where wires are either unwanted,

impossible or hazardous.

There are two sorts of WPT: non-radiative and radiative. In the first category, power is
transferred by means of the magnetic inductive coupling between coils. This technology
is similar as how data is transferred when using NFC or RFID (Radio-frequency identi-
fication) tags. Non-radiative power transmission is used to power implantable medical
devices or to charging electric vehicles like trains or buses. This technology, being used

for IoT, has the limitation of being subject to a short range, yet has a decent efficiency.

A second possible technology, which is still in development, is radiative WPT. In ra-
diative far-field techniques, power is transferred by beams of electromagnetic (EM) ra-
diation, like WiFi signals, microwaves or laser beams. This option can bridge a larger
distance than non-radiative WPT, but the power beams have to pointed and transmis-
sions have to be uninterrupted, which is still a shortcoming when using standard WiFi

signals. [44]

In order to maximize the efficiency of non-radiative WP, it is important for the two coils
to align with each other. The larger the coils, the easier it gets to capture the majority
of the magnetic flux. Therefor, the cost driver is the size of the coils which influences
the amount of copper used. Because of the AC nature of the energy transferred to the
electrical load, an AC/DC converter is needed as well, which is a second cost driver. An
example of a generic block diagram of an inductive wireless power system is given in

Figure 3.13.

It is important to mention that in the complete hardware design of an IoT device,
the power supply is one of the components which are most prone to failure. Due to
frequent heating, leaking capacitors or power surges, switched-mode power supply can
halt functionality of the entire device. As IoT devices get more compact, swapping
PSUs is considered to not be possible for each design. Therefor, it is recommended to
pay attention to the quality of the power supply, as it limits the life span of the entire

project.
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Power Oscillator L1 L2 Redctifier Load

Source
FicUure 3.13: Example of a generic block diagram of an inductive wireless power
system
[45]

3.4 Sensors

One of the most important parts in an IoT device is without doubt the sensor?. (Wire-

less) Sensor nodes will collect environmental information while connected to a network.

Obviously, the greater the number of sensor terminals installed, the greater the accuracy
and variety of the data will be. As already mentioned before, big data gathered by these
devices can be used to control other devices as well as monitoring and making predictions,

both in cloud-based computing services as in business intelligence.

In electronic projects, sensors can be used for a wide variety of applications. As there
is an innumerable amount of different sensor types, it would be irrational to list every

single one of them. A limited list of examples is given below.

e Acoustic e Position/Displacement,
e Vibration e Speed/Acceleration

e Chemical e Optical

e Electric Current/Potential/Power e Pressure

o Air Flow e Litc.

Every type of sensor will have unique cost drivers, which will be discussed when re-
searching a specific case. A cost driver which can defined, independent of which sensor
is chosen, is the wiring method. Sensors can be wired using two, three or four wires
(Figures 3.14 and 3.15), depending on the accuracy of the needed measurements. Two-

lead constructions result in lead-wire resistance getting added to the element resistance,

9In the broad definition, a sensor is an object with the purpose to detect events or changes in its
environment and to provide a corresponding output.
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FIGURE 3.14: Example of a tempera-
ture sensor (PT100) with 2 wires

[46]

FIiGURE 3.15: Example of a tempera-
ture sensor (PT100) with 3 wires

[46]

which decrease measurement accuracy. Three-lead constructions result in canceled lead-
wire resistance error and four-lead wiring will cancel out all resistance inaccuracy. The
downside is that installation costs will go up with amount of wires. Also, more wires

means more needed space in the housing.

In electronics, next to the wiring, there are two major different family of sensors: analog
and digital. Analog sensors produce a continuous analog output signal which is propor-
tional to the property what is being measured. Good examples of analog sensors are

accelerometers, pressure sensors or sound sensors.

A second type of sensor is the digital sensor. In these nodes, data conversion as well
as transmission takes place digitally. In these digital sensors, the measured signal is
converted from analog to digital inside the sensor and can be transferred digitally through

cables afterwards.

Converting an analog signal to digital is done through an Analog-Digital Converter
(ADC). The main reason analog sensors are chosen in specific cases, is that the choice
to pick an ADC (and its configuration) can be done by the end-user. In case of digital
sensors, it is assumed that the designer can create the best conversion concerning hard-
ware/firmware. Most of the sensors used nowadays are digital as they are easier to work

with because no configuration of the converter has to be done manually.

In terms of costs, analog sensors can be cheaper if the labor costs of developing the ADC
firmware is cheaper than purchasing digital sensors combined with the manufacturer’s

option.

3.5 Microcontroller

A microcontroller (MCU) can be considered as a small computer, positioned on a single
IC. An MCU contains a processor core as well as memory and programmable input/out-

put (I/O) peripherals. Because they have a smaller size and a reduced cost compared
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. ADC Channels Video Decoder
FIGURE 3.16: Picture of the DAC Channels Camera Interface
AT91M40800 Atmel MCU
[47] F1GURE 3.17: Picture of Atmel MCU
Selector - Parameters
[47]

to designs with a separate processor and hardware (modules), it is economical to use

MCUs.

When choosing a correct MCU, an extensive list of parameters have to be considered and
cost drivers have to be analyzed. The flash memory and maximum operating frequency
will have an effect on the purchasing price while the amount of I/O pins will affect both

purchasing price as labour time when soldering the project (assembly).

Other parameters will have a smaller impact on the total cost. An example of such

decision list can be observed in Figure 3.17.

MCUs for IoT applications are preferred to be as power preserving as possible. Low

clock rate frequencies and the ability to go into sleep result in low power consumption.

3.6 Miscellaneous

Every IoT project consists of a connectivity radio, one or multiple sensors, a MCU and
a power supply. However, this list is not limitative and it is possible that extra hardware
is required, depending on the purpose and environment of the project. For this reason,

it is thinkable that a project needs:

e An LCD Monitor/Touch Screen e Speaker
e Local Storage e GPS Module
e Input buttons/Joystick e Etc.

A synopsis of the cost parameters influencing the total cost for each hardware segment

can be observed in Table 3.4.
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TABLE 3.4: Synopsis of the Cost Parameters influencing the Total Cost for each Hard-

Hardware
Conn. Radio

Power Source

Sensors

MCU

Peripherals

Assembly

ware Segment

2G/3G/4G
BTLE/ZigBee/Z-Wave
SigFox/LoRaWAN /Wired

Batteries

Solar Cell

Vibrational Energy

Thermal Energy

Outlet
WPT

Analog Sensor

Digital Sensor

MCU

Input Devices

Output Devices

General

Cost Parameters

Amount

Purchasing Cost Transceiver
Subscription Fee

Implied Battery Life

Amount + Lifespan
Purchasing Cost Batteries
Duration of Replacement
Amount + Lifespan
Purchasing Cost Cells
Purchasing Cost Regulator
Amount + Lifespan
Purchasing Cost PE Module
Purchasing Cost Rectifier
Amount + Lifespan
Purchasing Cost Peltier Module
Purchasing Cost Regulator
Purchasing Cost AC/DC Conv.
Purchasing Cost Coils
Purchasing Cost AC/DC Conv.

Amount + Lifespan
Purchasing Cost Sensor
Purchasing ADC
Programming ADC
Amount + Lifespan
Purchasing Cost Sensor

Amount + Lifespan
Purchasing Cost MCU
Programming Firmware

Amount + Lifespan
Purchasing Cost
Implementing in Firmware
Amount + Lifespan
Purchasing Cost
Implementing in Firmware

Amount of Devices
Purchasing Wires
Purchasing Solder
Purchasing PCB
Purchasing Casing
Assembly Labour
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3.7 Conclusion

In this Chapter, the hardware building blocks and their cost drivers have been elab-
orated. Each IoT device exists of at least one component of each hardware family,
discussed in previous sections. It is important to sketch the hardware skeleton of a

device first, before blindly starting to purchase parts.

The choice of a specific hardware component will influence the complexity of the IoT
project, the project time, the required manpower as thus the total project cost. E.g.:

licensing fees, complex assembly, purchasing cost, etc.

Hardware costs can be perceived as the biggest building block when estimating project
expenditures, but there are three other ones, which will have a significant influence on

the fixed overhead costs of a '"Make’-oriented project.



Chapter 4

Assembly, Firmware and Testing

4.1 Introduction

In order to obtain a detailed cost estimation of the hardware components utilized in the
IoT project, one can simply use the supplier’s (preliminary) invoice which states the pur-
chasing and shipping costs. The act of estimating costs to assemble these components,
providing the project of firmware and testing it before putting it out for mass-production

is not as straightforward as with the hardware analysis.

Basically, cost assessment in these areas is based on rudimentary rules of thumb and

experience of precedents.

4.2 Assembly Costs

Each IoT project which has not been bought OTS is composed of hardware components
(listed in Chapter 3) which are soldered upon an PCB (Printed Circuit Board). Ordering
separate components with a supplier do not deliver a finished product, as this hardware

has to be assembled.

Creating the BOM, purchasing components and the assembly method depend on which
step of the Executing phase is being run through: PoC, Prototype, Pilot or Final Prod-

uct.

For the PoC and prototype(s), assembly is frequently done in-house and almost always
manually. When progressing to the Pilot and Final Product steps, assembly of the com-

ponents is outsourced and executed in an automated manner, depending on the desired

o7
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quantity of devices. In order to assemble PCBs in-house, an experienced electronics

engineer has to be hired .

If a client chooses to outsource assembly, it is common practice that the assembler
also becomes responsible for ordering the hardware components. A 10-15% markup is
typically added to the suppliers’ hardware price, in order to cover for administration,
handling and DOA (dead-on-arrival) testing. Assembly companies usually manufacture

PCBs in-house, based on the design plans received from the customer.

Frequently-used pricing parameters for PCBs are 2:

e Board Quantity e Layers
e Board Size (square cm/inch) e Lead Time
e Thickness (inch) e Shipping Country

Online market research shows that PCBs have a price of around 0.5-1 EUR/inch? for
order quantities of 100 and up. A more detailed comparison of different suppliers and

their prices in relation to the aforementioned parameters can be found here?.

Depending on the size of the project and the country of out-sourcing, the cost of technical
staff (soldering of the PCB) differs.

Example: the salary of an average Chinese worker at Foxconn Electronics is USD
1.50/hour, while the salary of an equally-skilled employee in the USA is around USD
13-20/hour[48].

The financial benefit of manufacturing in China will decrease, yet will still remain larger
when adding shipping costs. To obtain a general idea of PCB assembly costs, a cost
calculator for China-manufactured boards can be found here?. The manufacturer did not
want to disclose pricing details, when being contacted, but a rudimentary ANOVA /F-

test analysis (see Figure 4.1) revealed these price estimations (for 4-7 days lead time):

Total Cost in USD (all boards) = 367+0.3*xBQ+1.75«BOML+165xDS+165%LF (4.1)

where the first term (367 USD) is the setup cost, BQ the Board Quantity (in pieces),
BOML the number of individual components on the board and the last two terms (DS
and LF) are binary values which are 1 if the PCB is double-sided/lead-free and 0 if

!These methods are decribed based on best practices, as described by multiple hardware suppliers
and IoT project development teams.

http:/ /www.7pcbassembly.com /PCB-quote.php

3http://www.ladyada.net/library/pch/costcalc.html

*http://www.7pch.com/PCB-Assembly-Quote.php
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not. One should be aware that these assembly costs do not include purchasing of any
materials (hardware components or PCB). This formula is rudimentary and does not
include the number of thru-holes as parameter. Therefore, it is recommended to use the

on-line calculator for projects with an extended number of connection points.

board quantity bom lines  Double-Sided? Lead Free? price USD

SAMENVATTING UITVOER

1 1000 0 1 2289,82
100 100 0 1 719,02 Gegevens voor de regressie
100 200 0 1 897,89 "
100 300 0 1 107675 Meervoudige 0,999393
Wm0 i e oo
20 100 0 ! 583 sxangd:ardfm 3‘2 09243539
200 200 0 1 937,24 N ’
200 300 0 PR TR - LU E———
200 1000 0 : 2368,13 Variantie-analyse
4000 100 0 1 1879,84 — - —— -
4000 200 0 1 2058,7 , idsgraden Kwadra F F
P o e T
4000 1000 0 1 3489,59 g !

Totaal 20 13578093,84
100 100 1 1 880
1000 100 1 1 1155,45 " —
100 1000 1 1 2489,76 Coéfficiénten Standaardfout T- statistische gegevens  P-waarde Laagste 95% Hoogste 95% aagste 95,0%oogste 95,0%
1000 1000 1 1 2765,2 Snijpunt 367,2262148 26,50267743 13,85619305 2,4948E-10 311,043048 423,409381 311,043048 423,409381
1000 1000 1 0 2513,82 board quanti 0,29598121 0,004901 60,39200605 2,6063E-20 0,28559155 0,30637087 0,28559155 0,30637087
100 100 1 0 800 bom lines 1,748047226 0,017308886 100,9913167 7,1182E-24 1,71135403 1,78474043 1,71135403 1,78474043
1000 100 1 0 1050,41 Doubleside 165,4681451 18,79917197 8,801884753 1,5721E-07 125,615681 205,320609 125,615681 205,320609
leadfree 165,6925 22,69277869 7,301551841 1,7765E-06 117,585958 213,799042 117,585958 213,799042

100 1000 1 0 2263,41

FIGURE 4.1: Pricing Estimation PCB Board Manufacturer

4.3 Firmware

In electronic systems such as IoT projects, firmware is a type of software that pro-
vides control, monitoring and data manipulation of engineered products and systems.[49]
Firmware is (semi-) permanently integrated onto hardware and provides the low-level

control program for these devices.

When buying OTS hardware solutions, firmware is pre-integrated and frequent updates
are usually offered by the manufacturer. Hobbyists design custom firmware to extend
the basic functionality of ready-made IoT devices. Manufacturer’s warranty usually

becomes void after modifying this software, as this was not intended.

Base-stations which are commonly used to engineer PoCs (see Subsection 2.3.5) can
be sold without pre-installed firmware. Customers can choose between installing the
manufacturers default software, a pre-developed custom firmware or coding their own
control program. In this case, the customer is given more freedom to experiment and

enlarge the possibilities of the bought base-station.

When choosing for the Make-option, firmware is not provided as loose components are
bought, brought together and assembled, possibly in a unique way. For Make-projects,
firmware needs to be tailored to the hardware project at hand. As already mentioned,
this development can be done in-house or outsourced. Regarding the total cost of writing

firmware code, implementation and updates, this strongly differs from project to project.
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Out of conversations with IoT agencies, it could be concluded that IoT firmware devel-
opment is similar to the world of mobile application development, in terms of costs and
workload. It has to be kept in mind that the initial development is only part of the
process, as there always has to be an expert at hand who can deal with updates, bugs

or break-downs of the software.

If the choice is made to outsource the firmware development, best practice dictates that
these companies will rely on code re-usability and the use of OTS software components
as much as possible. Various algorithms have been developed which calculate a (rudi-

mentary) cost estimation for developing a custom-made firmware.

Three frequently-used methods are SLIM (Software Lifecycle Management), Function
Points and COCOMO (Constructive Cost Model). Studies [50] show that COCOMO
is the most effective method when having the ability to use historical data of previous

firmware projects as starting ground.

COCOMO consists of a hierarchy of three increasingly detailed and accurate forms. The
first level, Basic COCOMO is good for quick, early, rough order of magnitude estimates
of software costs, but its accuracy is limited due to its lack of factors to account for
difference in project attributes (Cost Drivers). Intermediate COCOMO takes these Cost
Drivers into account and Detailed COCOMO additionally accounts for the influence of
individual project phases. [51]

For all of these forms, the expected SLOC (Source Lines of Code) is the main metric of
the cost estimation tool. The second input variable for the basic COCOMO is the type

of software class:

e Organic projects : small teams with good experience working with less than rigid

requirements

e Semi-detached projects : medium teams with mixed experience working with a

mix of rigid and less than rigid requirements

e Embedded projects : developed within a set of tight constraints. It is also combi-

nation of organic and semi-detached projects.

The COCOMO algorithm will give three output variables: the effort applied (in man*months),
the development time (in months) and the people required (in persons). In order to ob-
tain a firmware cost, the effort applied has to be multiplied with the average monthly

salary of an experienced programmer (EUR 4000-5000/month®).

®http://www.payscale.com/research /US/Job=Computer programmer/Salary
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The more advanced the level of COCOMO is used, the more accurate the estimations will
be. An on-line calculator, made by the Computer Science Department of the University

of Michigan and based on the work of a respected researcher[52] can be found here 6.

These algorithms will only a give rough estimation of the possible firmware cost. IoT
agencies recommend to consult multiple software development companies to request a
price quotation. It is not uncommon for these companies to have a preferred set of hard-
ware manufacturers, which makes it easier, faster and cheaper to integrate components

(SoCs, sensors, MCUs, etc.) into the project’s firmware.

4.4 Testing

The evaluation phase is depicted as the final building block in the entire IoT Management
Methodology (Figure 2.20), yet testing is an omni-present process. This procedure checks
if the project, being developed:

e meets the business, functional and technical requirements

e responds correctly to all inputs, defined in the requirements

e performs tasks within an acceptable time,

e can be installed and run in its intended environments

e achieves the general result demanded by the client
The main goal of testing is to find bugs, errors or other defects in the project (hard-
ware/software) in order to fix these. The evaluation/testing step is more of an iterative

process: when one problem is fixed, it can illuminate other, deeper errors, or can even

create new ones. [53]

Keeping this definition in mind, a sole feedback loop from the final phase to the Future
Actions phase can be considered incorrect. Testing should be depicted as interaction
links between each two adjacent building blocks (Figure 2.20), much like the Agile

Project Management Method. Testing can be done on three different levels:

e Unit Testing : Individual Units (eg: Hardware Components) are tested. These
tests are cheap and fast, and help to comprehend the abilities and constraints of

each component.

Shttp://groups.engin.umd.umich.edu/CIS/course.des/cis525/js/f00/gamel /introduction.html
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e System Testing : Linking of Individual Units. Do all individual units function

cooperatively? Correct assembly and bug-free firmware are the main goals.

e Performance Testing : Raw processing speed, bit rate/band-width, latency and
capacity of the project has to be tested in order to ensure maximum reliability

during daily-use.

All of these levels of testing are focused on the Making and Executing Phase. Yet, the
most cost-influencing evaluation reasoning is situated in the Planning Phase. The basics
of quality engineering dictates that preventing errors is better than having to fix them
in the first place. A tool to make this principle more comprehensible, is the 1-10-100
rule [54].

The 1-10-100 rule is applied in many scenarios concerned with quality and the cost
of correction. The rule expresses cost in any number of units, measured in financial
terms, resources or time. The 1-10-100 rule (Figure 4.2) illustrates the importance of
maintaining a high standard of hardware and software quality continually rather than

occasionally. The rule applied to an IoT project is as follows:

e Checking the quality of hardware/firmware costs the business EUR/USD/Hours

1. This is known as the prevention cost.

e Repairing an error before deployment of the project costs the business EUR/US-
D/Hours 10. This is the correction cost.

e Repairing an error after the project has been put into motion costs EUR/US-
D/Hours 100. This is the failure cost.

Cost of detection and correction

) -
0
Process Final Testing Customer

Where defect is detected

FIGURE 4.2: 1-10-100 Rule
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In order to put this rule into practice, one of the software/firmware engineers and one
of the hardware engineers should be educated in quality engineering and has to focus
on going through each of the three testing steps for their department. For small to
moderate-sized projects, it is not crucial to hire an extra quality engineer. The (part-
time) job of quality engineer is an on-going process and cannot disappear after having

finished the final product.

Testing has to be done in a lab environment which requires special equipment, software,
and facilities to debug IoT project designs. Depending on the size of the project, the
cost of buying/renting this equipment will differ (Figure 4.3).

The testing cost building block also includes the cost for regulatory approvals. Connec-
tivity radio modules, functioning in the unlicenced spectrum band, are (most frequently)
sold with a Wireless Standard Certification, while SoCs do not. Adding these certifica-
tions to a product implies that the product designer must apply for membership in the

standards bodies and conduct some product-level regulatory testing.

Regulatory testing costs and type approvals vary by country. Some countries will accept

others approvals. [14] A list of these costs can be observed in Figure 4.4. 7

Lab Equipment Cost to Own Cost to Rent/Day

Calibrated traceable gain horn antenna ~$2,500

Bi-conical antenna ~$2,000

3D positioner ~$2,000 Included in a single day rental
Spectrum analyzer ~$6,000 at test facilities. This is
Wireless testing software with desired modulation ~$1,500 generally $1,000-$3,000/day.
RF isolated, anechoic room (5m x 5m) ~$20,000

Wireless standard emulator, sniffer, and debug ~$20,000

FIGURE 4.3: Wireless Lab Equipment and Facilities

[14]
e Estimated it B Wireless SoC Certification Applies
Certifying Bod Module Pre-Certification Applies
fying Body Cost (Yes / No) (Yes / No)
FCC ~$7,900 Yes No
IC (Canada) ~$7,900 Yes No
ETSI/ CE (Europe) ~$7,900 Yes; some limited testing/re-testing required No
South Korea ~$4,500 Yes No
Japan ~$8,600 Yes No
Bluetooth® ~$8,000 Yes; Add’'| membership fee required No; Add’l membership fee required
ZigBee® ~$4,000 Yes; Add’'| membership fee required No; Add’l membership fee required

FIGURE 4.4: Regulatory and Certification Estimated Costs
[14]

"It has to be kept in mind that these costs reflect an estimation when having chosen for the Make-
decision and are not applicable to the Buy scenario.
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4.5 Conclusion

When applying the IoT Management Methodology upon a real-life use-case, the 4 cost
building blocks have to be analyzed in order to obtain a project cost estimation: hard-

ware, assembly, firmware and testing.

e Hardware : The costs are the sum of the (volume-discounted) purchasing prices
and extra expenditures such as tax, shipping, insurance, custom/import charges,
etc. Component prices can be found in manufacturers’ catalogues. Prices for PCBs

need to be quoted depending on size and thickness.

e Assembly : Outsourcing the purchasing of the components/PCB results in a 10-
15% markup of the original hardware price. The cost of assembly itself can be
estimated by Formula 4.1 or by using the quota-calculator found on many special-

ized websites.

e Firmware : The development cost of firmware always depends on the re-usability
of code and on the amount of code which has to be written from scratch. The
COCOMO calculation in combination with the average salary of a programmer
will give the cost of initial development (no updates/maintenance). Best practice
experience from IoT agencies show that firmware for embedded project, with no
extraordinary contextual requirements, take up 30-40% of the overhead costs, for

device numbers under 10-100k.

e Testing : Testing costs include the operating expense of hiring (a minimum of)
two quality engineers, specialized in hardware and software as well as the cost
of buying/hiring testing equipment and paying for certifications and licensing.
Technical personnel is required for the maintenance, updating and configuring of

the hardware/software on a day-to-day basis.

While the Hardware, Assembly and Firmware costs can be categorized as capital ex-
penditures (CAPEX), Testing is considered as a combination of CAPEX and operating
expenses (OPEX) as it is an on-going process. Firmware updates, bug-fixes, hardware

upgrades, etc. are tasks which have to be performed by dedicated personnel.



Chapter 5

Case Study

5.1 Introduction

In order to apply the aforementioned IoT management methodology to possible real-life
problem situations, it can be considered interesting to design a use-case which puts the
theory to the test. In this Chapter, an existing problem setting is elaborated and each
methodology phase is discussed while applying it to this case!. Only the Planning and
Making phase are applied to the use-case. The Executing phase focuses on the actual

buying or manufacturing of devices which is beyond the scope of the thesis.

The objective of the case study is to setup an instrumentation and measurement cam-
paign to precisely monitor and describe the state and structure of energy usage/comfort
readings and to give an overview in time of the consumption of energy and its meta-data

for the common area of a real office environment and building.

To define the common area within the project, the case focuses on the floors of the future
office building that the UGent IBCN research group will take into use ("Technologiepark
Zwijnaarde’). The common area comprises 4 floors of office spaces, meeting rooms and

building utility zones.

This measurement campaign will produce information that will allow researchers to
base their works on reliable data. This project aims to describe the state of the energy
consumption in an office building as carefully as possible in order to obtain more accurate
models and forecasts. The specifics of the case are stated more detailed, following the

steps of the IoT Project Management Methodology.

!Complete Case Study document can be found in Appendix

65
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5.2 Application of the Methodology

5.2.1 Planning Level
5.2.1.1 Problem Description - Business Requirements

The goal of this project is to create a dense, long-term monitoring setup allowing future
research to extrapolate the data to a detailed breakdown. The client, in this case the
IBCN Research Group, has a specific demand: obtaining data about energy usage/flow
and comfort related parameters in a well-defined area. More specific, following data has

to be acquired:
e For the office zone (office space and meeting rooms)
— Electrical energy consumption: per outlet for each desk (4 outlets/desk as
identified in Location Screening)

— Electrical energy consumption: per light circuit

— Temperature, relative humidity, amount of COs, VOCs, Light intensity
e For the building utilities zone

— Electrical energy consumption: per electrical circuit

5.2.1.2 Location Screening

The physical location comprises 4 floors (9t'-12%") of the iGent-Tower in Technologiepark
Zwijnaarde (Figure 5.1). A detailed floor plan of the location where the problem setting
is situated is attached in Appendix.

When falling back to the IoT Methodology, the location screening step consists of 7
questions which help to dissect the problem setting into multiple subproblems. Answer-
ing the general questions found in Table 5.1 will constrain the range of specific choices

which can be made in the Solution Proposal step of the Making Phase.

Each of these questions’ answers will be evaluated in the next paragraphs. In order
to obtain a better view of the problem situation, a detailed description of the location
is given, which also include the answer for the final question concerning contextual

requirements.

The business requirements demand that comfort readings and detailed energy measure-

ments are obtained from the ’office’ areas, while more general measurements have to be
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TABLE 5.1: Location Screening: Questions

1 Nature of the to be measured/tracked asset Stationary

2 Behaviour of asset Dumb

3 Existing Project No

4 Environmental conditions
Operating temperature 15°C-25°C
Operating location Indoors
Humid Environment No
Dusty Environment No

5 Project Size/Range 27m x 42m (1 floor)

6 Outlets available Yes

7 Special (contextual) requirements Yes (see notes)

acquired for the ’utilities’ zone. Different location areas have different demands involving

measurements.

The office area is defined as the spaces within the building intended for day-to-day use
by the occupants of the building, such as:

e Office spaces e Kitchens

e Meeting rooms e Sanitary

e Hallways e Staircases

e Passages e Photocopy rooms

The building utilities zone is defined to include the spaces that are intended for and to

make room for technical equipment. For example, the building utilities zone includes:

e FElectrical cabinet rooms e Archive rooms

e Technical rooms e Storage rooms

For this project, measurement data of 4 floors is needed. The layout of floors 9-11 is
(almost) identical, floor 12 is slightly aberrant to the other ones. A detailed description

of the current infrastructure is given in Table 5.2. Important to note is that this layout

is subject to change and growth in the future (see Future Actions).

In accordance with the business requirements, energy measurements should be done on
outlets and electric circuits, while air quality readings have to be obtained for each sep-
arate office room. For both cases, the assets are ’"dumb’ and stationary, which means the
installed hardware can function using outlet current and does not (necessarily) required

the use of batteries.
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TABLE 5.2: Detailed Description of current layout - Location Screening

Floor

9

10

11

12

Office Area

18 x office room
59 x indiv desk
1 x hallway

2 x staircase

4 x passage

2 x conference
room

3 x bathroom
1 x photocopy
room

1 x kitchen

18 x office room
49 x indiv desk
1 x hallway

2 x staircase

4 x passage

2 x conference
room

3 x bathroom
1 x photocopy
room

1 x kitchen

17 x office room
30 x indiv desk
1 x hallway

2 x staircase

4 x passage

2 x conference
room

3 x bathroom
1 x photocopy
room

1 x kitchen

1 x data center

3 x office room

1 x hallway

2 x staircase
4 x passage

1 x conference
room

3 x bathroom
1 x photocopy
room

1 x kitchen

6 x lab room

Utility Area

1 x tech room
1 x storage
1 x archive

1 x tech room
1 x storage
1 x archive

1 x tech room
1 x storage
1 x archive

1 x tech room
1 x storage
1 x archive

Currently, there is no similar project implemented, which does not impose any extra

contextual requirements. The surface of 1 floor amounts to approximately 1.134 m?,

having a width and length of 27m x 42 m. Each floor has 4 connected hallways, two

measuring 2,5 x 30 m, while the other two are dimensioned by 4 x 8 m. These dimensions

play a crucial role in choosing the correct connectivity technology to send measurement

data from the IoT device to the gateway as well as the choice of air quality sensors for

the comfort readings.

FIGURE 5.1:

iGent-Tower in Technologiepark Zwijnaarde. In red are floors 9-12
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TABLE 5.3: Case Study: Project Dimensions Checklist

General

Project Constraints

Hardware

General

Connectivity

Environment

Power

Sensors

Circuit

Software

Firmware

Security

5.2.1.3 Project Dimensions

Timeline

Budget

In-house SW Dev Possible
In-house HW Dev Possible

Number of Nodes
Integration Complexity
Lifetime of Asset

Required Range
Required Bandwidth

Waterproof/Dustproof
Shockproof
Accessibility

Power Source
Required Battery Life

Resolution

In-house Assembly Possible
In-house Dev Possible
Updates Mandatory

Update Period

Crucial
In-house Dev Possible

3-5 years
Minimal
Yes
Yes

See "HW Constraints’
New (No retrofit)
Mazximal

50 m
464 Kbps

1P20
IK00
EASY

AC
Back-Up Purposes

See ’Req Bandwidth’
Yes

Yes

Maintenance

When needed

No
Yes

As mentioned in the Methodology elaboration, the project dimensions step will convert

the findings of the location screening to a list of solution (and even technological) re-

strictions. The solution proposal will have to comply with each of these limitations,

found in the project dimensions checklist (Table 5.3), in order to satisfy the business

requirements.

General Constraints: the client demands for a project deployment time of 5 years

(preferably less). In this case, the total budget is not fixed. The objective of this use

case is to test the IoT Management Methodology and to design the hardware solution

with a minimal cost for purchase, assembly and installation.
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A great deal of these costs will depend on the choice of keeping both hardware and
software development in-house or deciding to outsource it. For this use case, the IBCN
personnel (project clients) are qualified to develop the entire project as they are educated
in both software and hardware development. Yet, as the clients are no specialists in
this particular field, project time and costs could rise due to inefficient work flows. A
comparison between outsourcing and in-house development is executed in the "Make-or-

Buy’ subsection.

Hardware Constraints: the number of nodes will be equal to the amount of IoT
devices obtaining measurements. So each AC outlet in the office area will have to be
equipped with an energy data logger, as well as each electric circuit in the utilities area.

A comfort readings logger have to be installed for each secluded room of each floor.

After having completed the Location Screening, based on the available documents and
a visit to the facility, a total of 782 active? AC outlets were estimated to have to be
monitored, spread over the 4 floors (319-270-203-125). Each floor has approximately 20
separate electrical circuits®. A total of 862 energy monitors should be acquired (Made

or Bought).

For the comfort readings, each secluded area of the *Office’ part will receive one monitor.
Four comfort monitors will be assigned to the hallway on each floor. A total of 113 (31-
31-30-21) monitors should be acquired (Made or Bought).

The number of nodes also affects the choice of connectivity technology (for the Make-
decision), together with 3 other questions from Table 5.3 which will determine which

wireless protocol to select: Required Range, Required Bandwidth, Power Source.

Required Range: The total diagonal of each floor (rectangular shape) amounts to
approximately 50 m. If each sensor node in a single IoT-device is connected to a gateway

on the same floor, a maximum range of 50 meters (in obstructed environment) is required.

Required Bandwidth: The electric energy data will have to be monitored and logged
at a certain frequency and then transferred to the gateway for further processing or
analysis. The sample frequency and send frequency do not have to be equal as the

logged data can be kept in memory for a limited amount of time.

The sample frequency of the electric current and voltage measurements should be at least
twice as high as the highest frequency measured in the AC-grid?. If not, the sample data

will not be sufficient to reconstruct voltage and current wave forms. European AC-grids

2These are the outlets which actively in use and have to be monitored. This number is lower than
the actual amount of installed outlets.

3AC outlets and lighting are on different circuits.

“Nyquist frequency[55]
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distribute electric energy at a frequency of 50 Hz. Due to the intervention of non-linear
electric loads (switching power supplies/laptop adapters/electronics/etc), frequencies

will appear which are integer multiple of the fundamental frequency [56] (Figure 5.2).

Both the fundamental waveforms as harmonics deliver electric power through an AC-
outlet and in order to acquire a complete and scientific correct data set, the IoT-device,
unregarded if made or bought, has to be able to measure frequencies up to 20 times the

fundamental [57].

Distorted Waveform : Base + 3rd Harmonic
+240 |

Valts Base Sine Waveform (50 Hertz)

3rd Harmonic (150 Hertz)

N VAN Y4

-240
WVolts

FIGURE 5.2: Example of Harmonics in Voltage Waveforms
[58]

Having a fundamental frequency of 50 Hz, the sample frequency of the device should be

minimum 2000Hz. 1 energy measurement should be a line of text, containing following

data[59]:

[Effective Voltage; Effective Current; Date; Time; Real Power; Apparent Power; Power

Factor; Frequency]

Example: [220,020;2,320;08/01/2016;16:02:15:424,7;510,5:0,832;50,002]

As seen in the example, data for the electric current, voltage and power as well as other
important meta-data are logged onto the device. When maintaining a resolution of
respectively 1 mV/1 mA /100 mW /100 mVA, one message will have a size of approxi-
mately 58 bytes. A minimal bandwidth of 116 kB/s or 928 kbps is needed to send the

acquired (meta-)data if accuracy up to the 20" harmonic is wanted.

Fourier analysis of commonly used switched power supplies (Figure 5.3) has shown that
the importance of harmonics significantly drops, surpassing the 10" harmonic. If this

assumption is accepted, the necessary bandwidth drops to 464 kbps.

A bandwidth of 464 kbps is needed if each [oT device would measure and send the

effective electric energy values in real-time (1.000 times a second). For data logging and
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statistical purposes this can be considered overkill. One measurement® every 2 seconds
will suffice and will still result in accurate measurement data, as electric loads in office
environments do not alter significantly. In this way, a bandwidth of only 0.232 Kbps (58

bytes message each 2 seconds) is required.

The environmental monitor only needs to send data to the gateway every 10 seconds,
as values for temperature, relative humidity, amount of COy, VOCs® and light intensity
do not change in a blink of an eye. 1 comfort measurement should be a line of text,

containing following data[59]:

[Temperature;Relative Humidity;Amount of CO2;Amount of VOCs;Light
Intensity;Date; Time;]

Example: [29,5;50,5;0662;1021;2523;08/01/2016;16:02:15]

When maintaining a resolution of respectively 0.5 degrees Celsius/0.5 percent/1ppm/1ppm/1

lux, one message will have a size of approximately 46 bytes. A minimal bandwidth of
2,6 B/s or 0,0368 kbps is needed to send the acquired (meta-)data.

-~ [l Harmonics current L1

10 2. 30. 40,
Harmonics order

FI1GURE 5.3: Fourier analysis of laptop power supply
[61]

Choosing a connectivity technology is solely relevant when have chosen for the Make-
option or Buy-option with assembly of base station and extensions. When buying TOS
products, the manufacturer has decided on the wireless technology and constraints re-
garding maximum number of nodes, power supply and maximum amount of sent data

are fixed.

®One measurement will take up 20 ms, the time to measure 1 period of the fundamental frequency

5Volatile Organic Compounds can be both human-made and naturally occurring chemical compounds.
Some VOCs are dangerous to human health or cause harm to the environment. Harmful VOCs typically
are not acutely toxic, but have compounding long-term health effects. Because the concentrations are
usually low and the symptoms slow to develop, research into VOCs and their effects is difficult[60].
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As already mentioned, no existing project is currently in deployment, so there is no
need to take into account retrofitting of connectors or protocols. The general lifespan,
in office environment, of an AC outlet is around 50 years. As the business requirements
state that no end-date for the monitoring is determined, the IoT device should remain

fully-functional as long as possible.

The project will be deployed in an office setting, so an International Protection Marking

grade of IP20 or better suffices.

5.2.1.4 Project Growth Analysis

Whilst running through the Project Dimensions, a Solution Proposal is created, which
will be elaborated later on. The last step of the Planning Phase sketches the future
evolution of the project. In order to obtain a clear image of this projected growth, three

major parameters need to be estimated: Amount of Users, Assets and Events.

For this specific project, the amount of users will affect the number of assets in a linear
way. There is both a fixed amount as a variable amount of assets. The fixed amount
exists of the number of rooms (comfort readings) as all available ones are already included

in the 113 assets, independent of the amount of users.

For the energy readings, the amount of users does interact with the number of assets.
Again, there is a fixed amount of electrical circuits (80) which do not change when in-
creasing the users amount. Also, the number of active outlets in the hallways, staircases,
conference rooms, photocopy rooms and bathrooms do not vary if the user base grows
or diminishes. For each user which is added, 4 extra outlets are reserved. The amount

of daily events for the energy readings are as follow:

Number of Events = Number of Assets * 43.200 Messages/Day =
(862 + 4*Number of Future New Users )* 43.200 Messages/Day

The amount of daily events for the comfort readings are as follow:

Number of Events = Number of Assets * 8.640 Messages/Day =
113* 8.640 Messages/Day
The upper limit of users is determined by the available working space in the office rooms.
An estimation based on the current occupation and the architectural plans, a maximum
of 45 persons can be added”. An upper limit of 1.042 energy monitors, divided over 4

floors, are needed if the space is at capacity.

"To the utmost extent to the 11" floor.
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5.2.2 Making Level

5.2.2.1 Solution Proposal

In the Solution Proposal step, the five fundamental questions, explained in the Method-
ology, need to be answered: What, How, Where, When and Who? From these questions,
the functional requirements will be converted to technical requirements in order to come

up with a solution suggestion (Table 5.4).

5.2.3 Proof of Concept

In order to be able to compare the IoT devices, capable of fulfilling the business re-
quirements, on the market and the device(s) which can be made for minimal cost in-
house/outsource, a PoC of this project has to be made. The PoC is intended to test
if the functionalities offer a solution for these business requirements. The final design
of the device will differ from the PoC, regarding the chosen hardware components and

smaller technical details.

Based on the technical requirements and the base-station/add-ons principle, a BOM is

created:

Network Module

e Base-Station (+ RTC)

e Temperature Sensor
Current Measurement

Humidity Sensor

Voltage Measurement
Gas Sensors

Light Sensor e PSU

5.2.3.1 Base-Station

For the base-station, the choice between the wide range of OTS solutions was limited to
the three most popular devices as they have the largest community support if wanting
to consult similar projects for technical help. The choice between these three models
(See Figure 5.4) is made based on the price and the necessary hardware capabilities

(processor speed and memory).

The choice goes out to the Arduino (Figure 5.5) base-station. The Arduino Uno is built
based on an Atmel ATmega328P MCU, which possesses all functionalities needed in the

energy and comfort readings monitor. An important feature (which is not included in
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Name Arduino Uno Raspberry Pi BeagleBone
Model Tested R3 Model B Rev A5
Price $29.95 $35 %89
Size 2.95%2.10" 3.3mx2.125° 3.4%2.1"
Processor ATMega 328 ARM11 ARM Cortex-AB
Clock Speed 16MHz TOOMHz 7O00MHz
RAM 2KB 256MB 256MB
Flash 32KB (SD Card) 4GB(microSD)
EEPROM 1KB
Input Voltage 7-12v Sv v
Min Power 42mA (.3W) 700mA (3.5W) 170mA (.B5W)
Digital GPIO 14 B 66
Analog Input 6 10-bit NIA 7 12-bit
PWM 6 B
TWI2C 2 1 2
SPI 1 1 1
UART 1 1 5
Python, Scratch,
IDLE, Scratch, Squeak,
Dev IDE Arduine Tool Squeak/Linux Cloud%/Linux
Ethernet NIA 10/100 10/100
USB Master NIA 2UsSB 2.0 1USB 20
Video Qut NIA HDOMI, Composite N/A
Audio Qutput N/A HDMI, Analog Analog

FI1GURE 5.4: Comparison of Arduino Uno, Raspberry Pi and BeagleBone
[62]

the Raspberry Pi) is the integrated ADC converter, which is needed to read the signals
from the analog sensors. The MCU works at a frequency of 16 MHz, incited by an

external oscillator, which sufficient for the tasks at hand [57]. In order to be able to log

FIGURE 5.5: Arduino Uno

[63] FIGURE 5.6: RTC DS1307N+

[64]

the metadata such as the date and time, a real-time clock (RTC) has to be connected
to the Arduino Uno. The DS1307N+ (Figure 5.6) is power-efficient chip which saves its
information in the 56 bytes NV SRAM (Non-Volatile Random-Access Memory) when
the power supply shuts off.

In the DS1307, an integrated circuit detects if the main power has been shut off and
will switch to the back-up power supply (battery - See Subsection 5.2.3.8). The RTC is

suitable to run between temperatures of +85 and -40 degrees Celcius.
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5.2.3.2 Temperature and Humidity Sensor

There is a broad range of sensors which can monitor temperature and relative humid-
ity separately. The cheapest and most frequently used type, DHT22 (Figure 5.7) can

measure both variables simultaneously.
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FIGURE 5.7: DHT-22 FIGURE 5.8: AS-MLV-P2
[65] [66]

This sensor is capable of measuring temperatures between -40 degrees and +80 degrees
Celsius, with an accuracy of +/- 0.5 degrees Celsius. The relative humidity can be
measured from 0 to 100%, using a capacitive sensor with an accuracy of 5%. The data
from the DHT22 can be measured every 2 seconds using a single digital pin (no ADC

required).

5.2.3.3 Gas Sensors

The business requirements demand that the IoT device can monitor and log data con-

cerning the relative amount (ppm) of VOCs (Air Quality) and COz in the air.

For the VOC detection, the ’AS-MLV-P2 Air Quality Sensor’ is chosen. This analog
sensor shows a strong sensitivity to a wide range of reducing gases as can be seen in
Figure 5.9. This sensor has a temperature operating range from 0 to 50 degrees Celsius,

a humidity range from 5% to 95% and an experienced air velocity from 0 to 4 m/sS.

As the amount of CO4 particles in the air have to be monitored separately from the VOC
data, a second carbon-dioxide sensor has to be integrated into the PoC. The T6615-10K-
ND sensor is chosen as it measures gas particles based on diffusion (no strong air velocity
needed) and it can measure up to 10.000 ppm of CO3. ? This sensor has identical working
conditions as the VOC sensor and can log data with an accuracy of 75 ppm. This sensor
can output data in both an analog or digital way so use of the integrated ADC is not

essential.

8 All of these properties comply with the office environment.

9Normal Outdoor Level: 350 - 450 ppm. Acceptable level: 600 ppm. Adverse health effects may be
expected: 2.500 - 5.000 ppm. Maximum allowed concentration within a 8 hour working period: 5.000 -
10.000 ppm
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FIGURE 5.9: Sensitivities for various gas concentrations for AS-MLV-P2
[66]

5.2.3.4 Light Sensor

For the light [67] monitoring part of the IoT device, a low-cost digital-output sensor such
as the LTR-303ALS-01 (Figure 5.10) is chosen. The LTR-303ALS-01 converts analog
inputs from 0,01 lux to 64.000 lux. ' The sensor has a temperature operating range

from -30 to 570 degrees Celsius and has a function to ignore 50/60 Hz lighting flicker.

F 10: LTR-303ALS-01
IGURE 5.10: LTR-303ALS-0 FIGURE 5.11: Redbear Lab BLE

[68] Shield
[69]

5.2.3.5 Network Module

As mentioned in the Solution Proposal, Bluetooth LE and LoRaWAN are the two most
suitable solutions for this IoT project. Technologies such as Zigbee and Z-Wave do not

have the required range to serve as a solution for this problem (DIY Modules), while

Recommended lux levels. Normal Office Work/PC Work: 500 lux. Detailed Mechanical/Drawing
Work: 2.000 lux
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Sigfox does not offer the required message size and sending frequency.'? Cellular modems
on each device can be considered overkill as purchasing costs and power consumption

are tenfold when compared to BT modems.

The choice for BTLE is made, as the cost for a LoRaWAN Arduino shield was about
3 times as high as for a BTLE Arduino shield (99 USD vs 30 USD). The Redbear Lab
BLE Shield (Figure 5.11) has an indoor range of 50 meters, is plug-and-play compatible
with the Arduino Uno and support BTLE. As this is a ready-made module, the price
will be higher than compared to SoCs[14]. This hardware component needs to be looked
at in the Prototype phase as it can be replaced by a cheaper alternative, in combination

with the know-how of an RF engineer.

5.2.3.6 Current Measurement

The measurement of current can be executed in a variety of ways: using a shunt (re-
sistor), a Rogowski coil, a 50/60 Hz current transformer (CT) or a Hall effect sensor.
In this IoT project, current will be measured using a transformer (CT) as the other

alternatives are linked to some important disadvantages.

Measuring current using a shunt resistor does not offer galvanic isolation and the entire
device is vulnerable to overcurrent. The Hall effect sensor needs an amplifier to measure
current, which can lead to amplification of noise signals. Costs for Hall sensors and

Rogowski coils are significantly higher than for a current transformer.

A magnetic coupling between two coils and a mutual soft-iron core makes it possible
to measure current, using a CT. The first, primary, coil in a CT has a single winding
while the secondary has a large amount of wire turns. The greater the amount of
windings on the secondary coil, the greater the accuracy of the measurement. The to-
be-measured current has to run through the core which creates the primary coil. A

visual interpretation of this principle is given in Figure 5.12.

For the PoC design, the CST-1020 by Triad-Magnetics (Figure 5.13) is chosen. This CT
can monitor AC current correctly (no saturation effects in magnetic core) up to 20 A.
This is essential as the IoT device has to be deployed in both two-phase lighting circuits

and AC outlet circuits 12.

HSigfox allows up to 12 bytes per message and up to 140 messages per day

'2The Belgian regulation for Electrical Equipment (AREI) dictates that a maximum of 16 A of AC
current should flow through the wiring of a lighting circuit, while a maximum of 20 A is allowed for AC
outlet circuits (non-industrial environment).
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!

FIGURE 5.12: Principle of a Current FIGURE 5.13: CSTT1020 by Triad-
Transformer Magnetics
[57] [70]

The CST-1020 operates efficiently at the 50/60 Hz range and is designed to snugly fit a
PCB. It has to be mentioned that this CT has a permanently closed primary windings

which makes it more difficult to quickly move the IoT device from one circuit to another.

5.2.3.7 Voltage Measurement

Several techniques make it possible to measure AC voltage in an electrical circuit. The
economically most efficient way is to use two resistor, positioned in series, and applying
the concept of the voltage divider [71]. This method does not offer galvanic isolation
and put the IoT device at risk, in cases of high voltage peaks. A safer, yet slightly more
expensive method to monitor electric potential, is to use a potential transformer (PT)

in front of the voltage divider!?.

The PT transforms the grid voltage to a lower potential, using two magnetic coupled
coils (Figure 5.14). The voltage divider is connected to the secondary winding, which
provides galvanic isolation and lower to-be-measure voltages. For the PoC, the SPK
05509 by Spitznagel (Figure 5.15) is chosen. This PT transforms 220-230 V to 9 V at
the 50-60 Hz frequency range.

1 9

3|8 +
230240V Q|| 9V
50-60Hz QIS
=
5 S|l 7
@
F1GURE 5.14: Principle of a Potential
Transformer FIGURE 5.15: Spitznagel SPK 05509
[57] [70]

13Note that the resistors, needed for the voltage divider, are not included in the BOM. They are
essential for the technical design, but their purchasing cost is negligible when compared to the other
BOM lines.
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5.2.3.8 PSU

As the PoC does not demand the ability of portability yet, which will be the case for the
final product, it can be chosen to hard-wire the power supply units of both the energy

monitor and the comfort readings device to the AC grid.

For the energy monitor, the design should serve the functionality of being able to measure
both AC outlets as bare-bone electrical circuits. Also, the monitor should be able to
send data, even when the electrical grid drops in current/potential. The components on
the PCB need a constant potential of 5 VDC and a delivered power of less than 0,5 W

(sum of components).

For the PoC’s, the MYRRA 47122 is chosen, which is a switched-mode power supply|[72].
This PSU can handle an input potential between 85-265 VAC and 85-370VDC, a fre-
quency range of 47-440Hz and outputs a constant voltage of 5VDC (output power of
2.75W). This PSU can power the Arduino Uno, the Bluetooth module and the other

hardware components on the board without problems.

In order to ensure data transfer if power would drop (blackout/brownout), the circuit is
equipped with a backup battery. Power drops are strongly uncommon in Belgium ', so
it is not necessary to install a costly rechargeable battery. 2 Lithium CR123A batteries
(See Table 3.2) deliver the correct amount of voltage and enough energy to power the

Arduino UNO and its peripherals for approximately 36 hours.

Ol - 4
O} B O 5 i

FIGURE 5.16: MYRRA 47122 FIGURE 5.17: CR123A Battery
[70] [70]

5.2.3.9 Conclusion

The business requirements of this use-case dictate the obtaining of measurement data
of two different natures: energy and comfort. As the amount of to-be-tracked assets for
each segment is different, it is recommended to create two different kind of devices. Both
devices can share the basis of their hardware design: MCU /Base-Station, Connectivity

Radio and PSU.

“ess than 1, every 3 years. Average length 2,5 hours. http://www.elia.be/nl/grid-data/data-
download
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The PoC of the energy tracker will consist of extra hardware to measure the AC current
and voltage, while the environmental tracker will be equipped with gas, light, tempera-

ture and humidity sensors.

The PoC will differ from the final product (if chosen to be built in the '"Make-or-Buy’
step) as the base-station will be replaced by a dedicated PCB, after the cost-cutting
step, containing only the necessary properties of the multi-functional Arduino such as

the MCU, RTC, needed amount of input pins, etc.

After having manufactured the PoC, the 'Make-or-Buy’ question has to be analyzed
and answered. The BOM list, made in the PoC step, will serve as a basis to calculate
resource prices and has to be complimented by the firmware development costs as well

as assembly and testing expenses.

5.2.4 Make-or-Buy

5.2.4.1 Introduction

In the ’Make-or-Buy’ step, the best option from an economical point of view has to
be chosen between the optimal Make-solution and the optimal Buy-solution. In order
to acquire a total cost estimation for the Buy-solution, a market research has to be
executed first to find the possible (if any) OTS solutions. The purchasing cost of these
devices is compared to the cumulative cost (hardware/firmware/assembly/testing) for

the final products developed in the Make-scenario.

5.2.4.2 Buy Option

A market research is executed and OTS solutions to the business requirements are found,
by buying one or several different IoT devices. The basis of the market research can
be built upon the initial business and functional requirements, stated in the use-case

documents:

1. Electrical energy consumption per outlet in Office zone
2. Electrical energy consumption per light circuit in Office and Utilities zone

3. Temperature, relative humidity, amount of CO2, VOCs, Light intensity in Office

zone

4. Send all data to central gateway
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TABLE 5.5: Comfort Readings Tracker - Market Research

Birdi[73] KotoAir[74] Cube Sensors[75]
Temperature +/- 0.3 degrees Yes; Accuracy Yes;
p Celsius Unknown Accuracy Unknown
. 1 Yes; Yes;
Rel. Humidity +/- 2% Accuracy Unknown Accuracy Unknown
Yes; Yes;
co{2} +/- 5 PPM Accuracy Unknown Accuracy Unknown
VOCs +/- 2 PPM Yes; Yes;

Light Intens.

0.025 Lux/LSB

Accuracy Unknown
Yes;
Accuracy Unknown

Accuracy Unknown
Yes;
Accuracy Unknown

BLE 4.0 -

802.11 b/g/n

2.4 Ghz

USB/AA Battery*

Data Transfer BLE 4.0 - Zigbee BLE 4.0 - Zigbee

USB USB

Power

70 mW
*Back-Up 1 Year
119 USD/Unit

Price 999 USD/10 Units

125 EUR/Unit Discont. in May 2016

An extensive market research revealed the fact that currently, there are no IoT appliances
for sale which give solutions for all requirements in a single device. The market does

offer a range of devices which meet requirements 1-2-4 and 3-4 separately.

For the comfort readings (requirements 3-4), three widely-available solutions are cur-
rently offered on the market (See Table 5.5). As CubeSensors will discontinue produc-
tion in May 2016, it is unwise to choose this device, keeping future growth analysis and
device compatibility in mind. The Birdi (Figure 5.18) device offers monitoring accura-
cies and a connectivity range beyond the client’s needs, for a price which is lower than

the alternative KotoAir (Figure 5.19).

The purchasing cost for 113 Birdi Smart Detectors, based on a personalized quote, is
11.328 USD including shipping and handling.

For the energy readings (requirements 1-2-4), three widely-available solutions are cur-
rently offered on the market (See Table 5.6).

The first three options (Figures 5.20, 5.21 and 5.23) in Table 5.6 are designed to track
All 3 devices

are plug-and-play and can be moved around from one outlet to another. They are all

current, voltage and electric energy straight from a single AC outlet.

similar in functionality and accuracy. The choice for this project goes out to the Aeotec
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TABLE 5.6: Energy Tracker - Market Research

WeMo|[76] Aeotec[77] smart-me smart-me

Insight Switch SmartSwitch 6 Plug|[78] Meter[78]
Remote I/O Yes Yes Yes ée; A mode)
Max. Voltage 230 VAC 230 VAC 230 VAC 85-253 VAC
Max. Current 16 A 15 A 16 A 32/80 A
Frequency 50 Hz 50 Hz 50 Hz 50/60 Hz
Power 3680 W 3450 W 3680 W 7.3/18.4 kW
Data Transfer zgfi 1211‘4 Ghz fhgfgf ESH‘;I;E’) WiFi WiFi
Range 150 meters 150 meters 150 meters 150 meters
Price 50 USD /unit 50 USD /unit 100 EUR /unit 190 EUR /u

SmartSwitch 6 due to the lower cost and flush design, which makes it possible to plug

them into a power strip.

The Aeotec SmartSwitch 6 will be used solely for the AC outlet tracking. For the light
circuits, market research shows only one option: the smart-me Meter (Figure 5.22). This
device is a single phase electricity meter which is hardwired to an electrical circuit and
can be mounted into an electrical cabinet. The difference, compared to the first three
devices is that the smart-me Meter can handle a larger electric power. Also, the wiring

is done in a more rigid and durable way than for the AC outlet monitors.

In total, 80 smart-me Meters are needed for floors 9-12, which amounts to a purchasing
cost of 15.200 EUR. 782 Aeotec SmartSwitch devices will bring along an expenditure of
39.100 USD. Combined with the purchasing cost of 11.328 USD for the 113 Birdi Smart
Detectors, a total CAPEX of 60.253 EUR'® has to be made.

Purchasing costs of OTS IoT solutions already include the cost of firmware development,
device assembly and factory testing. However, this CAPEX does not include the cost
of installation on the asset(s) and configuration of the device. These actions appear to

have a momentarily behaviour, as they only have to be executed once.

Yet, discussions with IoT agencies made clear that 1 FTE!® with sufficient technical
skills is needed to do the maintenance'” of a measurement project of this size. As this
particular project is deployed in the offices of a UGent research facility, the annual gross

salary for a scale 2 technical employee with 3 years experience [79] is 21.360 EUR.

151 EUR is 0,8934 USD at time of publishing thesis

16This indicates the workload of 1 employed person. This can be divided over several persons.

1"Updating of firmware, further developing of dashboard for measurement readings, replacing batteries,
repositioning devices, etc.
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The total cost for the Buy-decision can be found in Table 5.7.

TABLE 5.7: Total Cost: Buy-Decision

CAPEX OPEX
AC Plugs 782 x 50 USD /
AC Meters 80 x 190 EUR /
Comfort Readers 113 x 100,25 USD /
Installation and
Maintenance / 21.360 EUR /year
Total Cost 60.253 EUR 21.360 EUR /year

FIGURE 5.18: Birdi Smart Monitor

FIGURE 5.19: KotoAir

FI1GURE 5.20: WeMo Insight Switch FIGURE 5.21: Aeotec SmartSwitch 6

-

smart-me

FIGURE 5.23: smart-me Plug
FIGURE 5.22: smart-me Meter
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TABLE 5.8: BOM Final Product - Energy Tracker

Unit Unit Unit Unit
Function Cost Cost Cost Cost
(1) (10) (100) (1.000)

USD USD USD USD

ADET7753 1C 1,85 1,85 1,85 1,85
ATmega328P-PU MCU 3,70 3,30 2,71 1,84
CST-1020 CT 6,06 5,02 4,92 4,49
Spitznagel

SPK 05509 VT 7,18 7,02 6,54 6,01
MYRRA 47122 PSU 1192 11,92 9,75 7,80
CR123A Battery 4,00 3,82 3,32 2,89
MOD-nRF8001 BTLE 11,18 10,06 8,94 8,94
RTC DS1307N RTC 3,78 3,58 2,83 2,03
AC Plug Male PSU 1,67 145 1,34 0,89
AC Plug Female PSU 1,73 1,54 1,39 0,92

5.2.4.3 Make Option

While the total cost of the Buy option was composed of the purchasing and maintenance
expenses, more cost building blocks (Figure 2.11) have to be taken into account when
evaluating the Make option. The hardware purchasing cost can be based upon the
BOM of the PoC, after having made some adjustments while the firmware, assembly

and testing expenses are based on the assumptions made in Chapter 4.

As the amount of assets for energy tracking does not equal the number for comfort
readings, two seperate device are manufactured. The energy tracker is built to be able

to track both AC outlets as lighting circuits.

BOM adjustment The base-station from the PoC step has to be replaced by dedi-
cated hardware which will be more reliable, cheaper and compact than having to pur-
chase a full-blown Arduino for each device. The energy monitor’s Arduino can be re-
placed by a multimeter IC, which is designed to measure current and voltage input
signals, and a MCU which will do the calculations before sending data to the radio
module. The comfort readings sensor can be directly connected to the MCU. The net-
work module will not be replace by a SoC, as this would only be cost-effective for device
numbers over 100k-300K [14]. PCB and enclosure costs will add to the final hardware

costs.

A Bill of Materials, combined with the costs, for the Prototype/Final product is given
for both the energy as the comfort monitor in Tables 5.8 and 5.9.
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TABLE 5.9: BOM Final Product - Comfort Tracker

Unit Unit Unit Unit
Cost Cost Cost Cost

Function (1)  (10) (100) (1.000)

USD USD USD USD
ATmega328P-PU MCU 370 330 271 184
DHT22 Temp/Humidity 2,98 2,68 2,68 2,23
LTR-303ALS-01  Light 114 089 0,60 045
AS-MLV-P2 Gas 2517 21,7 17,16 17,16
CR123A Battery 400 382 332 289
MOD-nRF8001  BTLE 11,18 10,06 894 894
RTC DS1307N  RTC 378 358 2.8 203
AC Plug Male  PSU 167 145 134 0,89
MYRRA 47122  PSU 11,92 11,92 975 7,80

TABLE 5.10: Cost of Enclosures and PCB - Use Case

Enclosure Encl Encl PCB PCB PCB
Unit Cost U.C. U.C. U.C. U.C. U.C.

(1) (100) (1.000) (1) (100) (1.000)
USD USD USD USD USD USD
Comfort
Readings 7,42 5,10 4,74 44,54 3,02 2,64
Tracker
Energy Tracker 18,51 12,06 11,60 70,72 9,10 8,71

The cost of the PCB and the electronics enclosure is based upon the space which is
occupied by the hardware components. Based upon the components in the BOM, an
enclosure of 112 x 112 x 60 mm (L x W x H) is ideal for the energy monitor, while the
comfort readings tracker can fit into a casing of 60 x 60 x 35 mm. Costs for enclosures
and PCBs can be found in Table 5.10.

Hardware Cost Taking into the account the needed numbers of devices, calculated
in the Project Dimensions step, a total hardware cost of 61.801,49 EUR is calculated.
The total hardware cost for the Make-decision can be found in Table 5.11.

TABLE 5.11: Total Hardware Cost Estimation: Make-Decision

CAPEX
Comfort Readings Monitor 113 x 57,51 USD
Energy Monitor 862 x 64,68 USD
Total Cost 61.801,49 EUR

Assembly Cost Based on the assembly data and cost calculation tool'® explained in

Chapter 4, assembly costs for both batches of IoT devices can be estimated (See Table

Bhttp://www.Tpcb.com/PCB-Assembly-Quote.php
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TABLE 5.12: Assembly Cost Estimation - Use-Case

Board  BOM Lead Thru g‘l‘;‘fh ]/?’SEXN Cost
Quantity Lines Free Holes Parts Parts USD
Comfort 8 Yes 67 7 2 2.225,07
Reading
Energy
Tracker 862 10 Yes 88 8 0 8.889,08
TABLE 5.13: Firmware Cost Estimation - Use-Case
Parameters
A—3.,60
B=1,20
C=2.50
D=0,32
KLOC 1 2 3 4 5
Effort (in persons x months) 3,6000 8,2706 13,4539 19,0009 24,8351
Duration (in months) 3,7667 4,9153 5,7434 6,4143 6,9881
Staffing (in persons) 0,9558 1,6826 2,3425  2,9623  3,5539
Cost in EUR 16.200 37.218 60.543  85.504  111.758

5.12) and account to a total of 9.929,55 EUR.

Firmware Cost The COCOMO cost estimation tool strongly depends upon the lines
of source code and nature of the project, which are the main parameters in this equation.

’19

Coding for both devices can be considered as 'Kmbedded projects’*”. The number of

lines of code (in thousands) remains uncertain.

A range between 1.000 and 5.000 lines of code is visualized in Table 5.13 together with
the estimated duration and cost of the project. Discussions with the employees of IoT
agencies advice that similar projects, which are based upon reading out basic sensor
data and sending this information to a gateway using a radio module, take around 6
months to complete. COCOMO estimates that an embedded project of 3.000 lines of

code takes around the same amount of time and will cost approximately 60.543 EUR.

Testing Cost As explained in the Management Methodology, testing is considered an
ongoing process which does not end after the final product has been designed, produced
and installed. Testing includes the act of evaluation prototypes as well as maintaining,

updating and configuring (newly) installed devices.

YEffort=A * KLOC?®; Duration =C * Ef fort”; Staffing=FE f fort/ Duration
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TABLE 5.14: Testing Cost Estimation - Use-Case

CAPEX OPEX
Installation &

Maintenance / 21.360 EUR/year
CE

Certification 7.900 USD /

In-Process

Testing 46.000 EUR /

Total 53.058 EUR  21.360 EUR//year

TABLE 5.15: Total Cost Estimation: Make Option

CAPEX OPEX
Hardware 61.801 EUR /
Assembly 9.930 EUR /
Firmware 60.543 EUR /
Testing 53.058 EUR  21.360 EUR/year
Total 185.332 EUR  21.360 EUR/year

Just as in the Buy-scenario, a FTE technical employee is needed for the day-to-day
operations. For the testing operations, before the final production, two extra quality
engineers (specialized in hardware and software) are required. Using specialized equip-

ment, they have to cooperate for the duration of the project (+/- 6 months).

If one or both manufactured devices would have a commercial future (being sold), a
CE-certification is required.?’ The total cost estimation of testing can be observed in
Table 5.14.

5.2.4.4 Conclusion

Tables 5.15 and 5.16 clearly show that, for this case, the OPEX for both scenarios are
identical. The CAPEX for the Make-scenario is around 3 times as high compared to the
Buy-decision, taking into account all cost building blocks. It can be concluded that it

is economically more attractive to go for the Buy-option.

It has to be noted that the hardware and assembly costs are dependent upon the volume
of devices which are produced. The estimated numbers are projections in case that the
project would commence at the current room occupation. As explained in Subsection
5.2.1.4, it is possible that the amount of devices need to go up. A reprisal of the total

estimated cost is carried out and elaborated in Subsection 5.2.5.

20CE marking is a mandatory conformity marking for certain products sold within the European
Economic Area
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TABLE 5.16: Total Cost Estimation: Buy Option

CAPEX OPEX
Hardware 60.253 EUR /

Assembly / /
Firmware / /
Testing / 21.360 EUR /year
Total 60.253 EUR  21.360 EUR /year

5.2.5 Future Actions

5.2.5.1 Introduction

The Future Actions step focuses upon the transgression from the Making phase towards
the Execution Phase. For this use-case, the questions which are normally asked (Produc-
tion Date? Installation Date? Etc.) are irrelevant as the factual purchasing of devices
for this use-case is not included in the scope of this thesis. Instead, it is interesting to

see how the cost estimation evolves when expanding the number of users.

5.2.5.2 Cost Evolution: Buy Option

In the current case, 113 comfort trackers (Birdi), 782 AC energy trackers (Aeotec
SmartSwitch 6) and 80 circuit energy trackers (smart-me Meter) have to be purchased
installed and configured. In Subsection 5.2.1.4, it is made clear that, when occupying
the office and technical rooms at full capacity, the number of comfort and circuit energy

trackers remain constant while the number of AC energy trackers can rise to 1.042.

For the Buy-option, the only applicable cost building blocks are hardware and testing
(maintenance) costs. The operational costs remains the same, as 1 FTE can manage
to maintain and configure new and existing devices. A linear evolution of the partial
hardware costs (left - for the Aeotec Smartswitch) as well as the total project cost (right

- combined with purchasing Birdi and smart-me Meters) can be observed in Figure 5.24.

5.2.5.3 Cost Evolution: Make Option

For the Make-option, the total cost depends on all 4 cost building blocks. Again, the
number of comfort trackers will remain constant, while the number of AC trackers has to
expand. Enlarging the scale of the project will result in growing hardware and assembly
costs, while firmware development costs and testing expenditures will remain constant

(as well as the operational costs). A graph of the total hardware costs for the entire
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FIGURE 5.24: Partial Hardware and Total Project Costs (CAPEX) vs Number of AC
Energy Monitors

project as well as a visualization of the total project costs for the ’Make’-scenario can

be observed in Figure 5.25.

As clearly shown in the graphs, a cost drop occurs around the 1.000-units manufacturing
point. Initially, the project has a device amount need, lower than the price-drop point.
If the 'Make’-scenario would be considered as more profitable, it could be worthwhile
producing the whole amount of 1.042 AC Energy trackers, as it would amount to the

same cost as producing around 950 units otherwise.

5.2.6 Conclusion

By applying the management methodology on the use-case, the business requirements
are converted to functional and technical requirements. A BOM and cost estimation is

created for PoC devices.

Furthermore, a market analysis is executed and the 'Make’ and ’Buy’ scenarios are dis-
sected using the four cost building blocks. Total project costs for both scenarios are
calculated, from which it can be concluded that, for this particular use-case, 'Buy’ will
always be the optimal solution. It has to be taken into account that this comparison is
done, solely from an economical point of view and for the current contextual require-

ments.

Fixed, overhead costs such as firmware and testing lead to a high starting point and
therefore, no break-even point can be found in this use-case, for the amount of needed
devices. The cost for firmware was based on a rudimentary estimation, as the number
of source code lines is unknown. Even if the cost for firmware would be discarded from

the equation, the 'Buy’-scenario would come out on top.

If the contextual requirements (maximum number of devices based on physical space)

would be eliminated, it is possible to find a break-even point. Assuming the hardware
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costs per unit will not drop any further, after having reached 1.000 units, the 'Make’
decision will become favorable when manufacturing approximately 20.000 (~ 19.684)

AC energy trackers.

As a final clear overview, a visual representation of the current project costs for both

scenarios and the lack of break-even point is given in Figure 5.26.



FIGURE 5.26: Total Project Costs (CAPEX) in EUR vs Number of AC Energy Moni-
tors: 'Buy’ versus 'Make’-Scenario
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Chapter 6

Conclusion

In the first part of this Master’s thesis, a development path for a generic IoT project is
created, based on a building block methodology. This is done with the eye on trying to
optimize both the device cost as the total project cost at all time, which is not always

possible, as seen in the discussed use-case.

Each IoT project can be divided into 3 major phases, which are able to interconnect in
a number of ways, similar to software project planning. These three phases - Planning,
Making and Executing - can be subdivided into a series of easy-to-understand and ac-
tionable sub-tasks. The first and second phase focus on analyzing and converting the
business requirements to functional and technical requirements by means of location
screening and extraction of the project dimensions. A technology-independent solution
proposal forms the basis for a PoC and is designed before the Make or Buy question
is considered. After performing a market research, based upon the technical require-
ments, the BOM of the prototype is created and a first hardware cost estimation can be

executed.

Based upon the cost building blocks, elaborated in Chapters 3 and 4, a total expected
project cost is defined and a Make or Buy decision is made. The evolution of the number
of users is forecasted and the relationship with the number of assets and events is defined.
Based upon this forecast, a projection of the cost evolution can be made. Changing
volume parameters can shift the preference from the Buy-option towards the Make-
option or visa-versa. The future growth analysis is followed by setting out a number
of milestones concerning project deadlines (production/testing/installation), related to

the final, Execution phase.

This third phase of each generic IoT project strongly depends on the Make of Buy choice.

For the Buy option, Executing is limited to installing, configuring and maintaining the

94
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OTS-bought device. In case of a Make decision, the successive steps of Prototyping,
Pilot series and Mass-Production have to be followed. Each of these steps is encom-
passed by continuous evaluation and a feedback loop to the hardware design and future
actions steps. By following this IoT roadmap, combined with an intermediate technical
background of the reader, a full-blown project design can be created from scratch, based

upon the client’s business requirements and grounded by the ’Buy’ or 'Make’ decision.

In the second part of this thesis, the creation of a cost estimation methodology for
these IoT projects is documented. Project expenditure estimates are based upon 4
building blocks: hardware, assembly, firmware and testing. For the hardware part,
an exposition of the basic electronic components in an IoT device is given, by means
of a generic hardware catalog and corresponding cost drivers. For the 3 remaining
cost building blocks, cost estimation methods are explained, based upon best practice
rules and industry calculations. Combined with the 'Buy’ or '"Make’ analysis from the
management methodology, it shows that in frequent cases, the solution with the minimal
device hardware cost ("Make’) will not necessarily be the optimal choice, when comparing

the total project cost to the 'Buy’ decision.

The third and final part of this document applies both the project management as the
cost estimation methodology to a real-life use-case, provided by the thesis’ supervisors.
The objective of this case study is to setup an instrumentation and measurement cam-
paign to precisely monitor and describe the state and structure of energy usage/comfort
readings and to give an overview in time of the consumption of energy and its metadata
for the common area of a real office environment and building. The business require-
ments are analyzed and project propositions are created for both the 'Make’ and 'Buy’
scenarios. Capital and operating expenditures for both decisions are estimated and the
trade-offs are analyzed. The purchase of OTS AC energy trackers, circuit energy trackers
and comfort readers is compared to the self-production of hardware solutions, combined
with the accompanying firmware, assembly and testing costs. Applying the cost esti-
mation method to the use-case shows that the 'Buy’ decision is more cost-effective than

the alternative, for device numbers under 20.000.

In general, the 'Buy’-decision will remain favorable for low amounts of manufactured
units. Due to the overhead costs of firmware and testing, the ’Make’ decision becomes
relevant for production numbers over 10k-100k. A widely-applicable and fixed number
for this limit cannot be given as it strongly depends on the nature of the IoT project.

Therefore, each project should be analyzed using the proposed methodologies.

In this thesis, a unique project methodology is created and tested on a single use-case.
Both the management as the cost estimation methods have proven their worth while

solving this case-study of moderate proportions. This document focused on the IoT
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device itself and did not pan its scope towards the gateway and cloud-processing nodes
of projects with larger dimensions. It can be considered interesting to combine the
created cost estimation methodology with the higher levels of IoT projects, in order
to obtain a more complete OPEX-estimation of subscription fees for data transfers,

cloud-server renting, etc.

Case studies with devices numbers over 10-100k will prove the value of economies of
scale in hardware purchasing, which is not the case in the example examined in this
thesis. Also, in order to obtain a more accurate cost estimation for ” Make”-decisions, it
can be considered valuable to construct a third methodology which solely focuses on IoT
firmware costs and its influencing parameters. A close cooperation with IoT software

companies seems key to succeed in this future project.
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USE CASE: Energy Lab @ IBCN

“Measurement is the first step that leads to control and eventually to improvement. If you can’t
measure something, you can’t understand it. If you can’t understand it, you can’t control it. If you
can’t control it, you can’t improve it.” — H. James Harrington

Revision: v1.04
Date: 04/12/2015

Part I: Measurement setup

Scope

The scope of the project is to contribute to an increased understanding of the overall energy
consumption for different types of (ICT) equipment, including the consumers’ behavior and comfort
levels, to identify use and demand trends and to allow a complete building envelope energy
performance assessment.

Objectives

The objective is to setup an instrumentation and measurement campaign to precisely measure and
describe the state and structure of energy usage and to give an overview in time of the
consumption of energy and its metadata for the common area of a real office environment and

building. To define the common area within the project, we focus on the floors of the future office
building that the IBCN research group will take into use. The common area including among others
the offices, building utilities and datacenter.

The campaign will produce reference information that will allow research teams, and organizations
that work in the modelling and forecasting of energy consumptions, to base their works on reliable
data and on sane basis. No pertinent action can save the cost of a sharp analysis of the initial
situation. This project aims at describing as carefully as possible the state of the energy consumers in
an office building. The descriptive approach is one of the most important contributions of this
project.

The campaign will include monitoring of (ICT) equipment, HVAC, comfort parameters, outside
weather conditions, etc.

The campaign will generate and support research and will be kept as open as possible, will be easily
reproducible in different environments and able to grow based upon new requirements. It is
scheduled to start as soon as the future office building for IBCN is effectively taken in use. No end
date will be set.

USE CASE: Energy Lab @ IBCN | 1
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General characteristics

As stated in the objective, the goal of the project is to create a dense, long-term monitoring setup
allowing future research to extrapolate the data to a detailed breakdown.

Initially, the campaign will focus on energy usage and flow and on comfort related measurements.

The datasets will be augmented with metadata, increasing their value and ease of use, including
device registrations and explicit equipment inventories. The combination of energy related data,
utilization statistics, and meta-data will allow us to answer several open questions:

*  Whatis the contribution of e.g. computing systems to an enterprise’s overall electricity
consumption and waste, and how is this cost distributed across different components of the
computing infrastructure?

* If existing research makes power analyses based on isolated research lab measurements:
how do different assumptions and methodology techniques hold in a larger enterprise
setting?

*  We will heavily instrument the infrastructure as we do not know what we will find; Once
that we have an understanding of the data, how would one design a measurement
infrastructure to achieve good accuracy with the least effort? The answers to these
qguestions form a fundamental contribution of this project.

* Detailed examination of where energy goes reveals in what parts the electricity is spent.
Based on this, decisions can be made.

* The deployment and data studies should eventually expose the relative importance of
device coverage versus duration of deployment. We want to be able to answer questions
like ‘what to measure’ and over what time scale.

Research partners involved
* |IBCN-GreenlCT is the initiator of the project.

Current needs for the project
* lay out a foundation to build on
o We need supporters
= Within the next days and weeks we will expose the project proposal to
people at key positions to validate if there is a firm foundation.
= If thereis an interest for supporting the project we will ask these people to:
* Generate some proposals towards research projects based on or
making use of the data set coming from this project. (Validation of
the foundation)
* Provide a list of possible new supporters
* We need users of the data set. These will come from project supporters.
* Help us find new possibilities for research based for the measurements
* How can we initiate a knowledge build up so we can share to the industry
* What to measure and in what resolution (spatial and temporal)

Current questions
How to design a metering network: buy or make
*  What kind of data do we want to capture:
o Energy consumption;
o Power consumption;

USE CASE: Energy Lab @ IBCN | 2
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o Presence detection;

O
At what level of detail do we want to capture data:

o Peroutlet;

o Per electrical circuit;

o Per office;

o Perdesk.

At what resolution do we want the data capturing in terms of:

o Precision (e.g. Wh or kWh);

o Time resolution (e.g. Data per second, minute, etc.).
Internet of things (how to connect all sensors and gather the data within real time
embedded devices, possibly using dynamically code updating etc.);
How to make it future proof and industry usable.

USE CASE: Energy Lab @ IBCN | 3
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Part II: Potential project outcomes

Research value
Research value of this project is manifold. We do not focus on one domain:

Every environment has a tremendously diverse set of devices that exhibit huge variations in
workload and configuration and exist under several overlapping administrative domains.
Improving the efficiency of such a system requires detailed data of both energy consumption
and energy waste. Characterize energy data from micro to macro scale (e.g. from individual
to building). How the individual energy consumption data points relate to the full building
energy use (e.g. extrapolation). This will help to visualize (e.g. hot zones) into exact detail
where the energy is going (e.g. which devices) and how much of it is spent usefully and
wastefully.
Evaluate the potential savings that can be achieved by substituting the solutions in place by
energy efficient solutions.
What are opportunities to reduce the energy waste of certain systems? For example, many
people leave their computers on overnight, even when they are not needed, or have power-
hungry PCs for undemanding tasks such as document-processing and web browsing.
Observations like these have motivated recent research into green computing work 2>.
Very sharp mapping of the lighting energy consumption by monitoring every light source in
every area. And therefore evaluating the efficient solutions and control algorithms.
Discover how using different equipment affects the energy consumption and, ideally, help to
cut the electricity consumption.
Correlation e.g. utilization vs energy
Improve building modeling, fitting part of a building with sensors to measure its operational
characteristics will make it useful as a living laboratory to calibrate existing energy models
and develop new, more accurate models.
Visualization of the energy flow that will enable researchers to identify discrepancies in the
predicted versus actual energy balance.
Before and after studies like evaluation of control algorithms or the effect of campaigns like
e.g. ‘Turn off the lights when you leave.’
Error detection at a whole new building automation level e.g. in heating or water systems.
Quantification of energy variation between:

o device classes

o within device classes

o Forindividual devices. This analysis identifies simple optimizations, such as changes

in display settings which could lead to significant energy savings.

Waste identification:

o Where can we reduce and how can this lead to new usage scenarios.

o Where do we have to rethink (system design)?

In addition to the improvement of building physics/building envelope and building systems (heating,
cooling, etc.), the targeted use of room and building automation contributes significantly to the

! Yuvraj Agarwal, Stefan Savage, Rajesh Gupta, SleepServer: a software-only approach for reducing the energy consumption of PCs within
enterprise environments. in: USENIX Annual Technical Conference, 2010.

? Tathagata Das, Pradeep Padaala, Venkata Padmanabhan, Ramachandran Ramjee, Kang Shin, LiteGreen: saving energy in networked
desktops using virtualization. in: USENIX Annual Technical Conference, 2009.

3 Sergiu Nedevschi, Sylvia Ratnasamy, Jaideep Chandrashekar, Bruce Nordman, Nina Taft, Skilled in the art of being idle: reducing energy
waste in networked systems, in: Proc. Networked Systems Design and Implementation, 2009.
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energy-efficient operation of buildings. This potential is based on the application of bus systems and
automation technologies. Building automation in particular is a necessary instrument for maintaining
the energy-efficient operation of buildings through continuous energy and building management. In
order to analyze and advance this topic systematically this project could aid in the performance of a
variety of experimental and theoretical research work. The campaign could help to understand the
interplay between the essential parameters needed for the sustainable operation of a building.
These essential parameters can be found in:

* Aspects of use;

* Energy efficient operation of the building;

¢ Building envelope;

* And building systems (including technical systems used for heating, cooling, ventilation and

the power supply of the building)

The project will also aid in coming to better methodology guidelines for the green computing
community.

Related project outcome
Potential project outcomes are:

* Educating and making users aware about their energy use, e.g. how do users use energy (do
we still know how to turn off things?). The goal could also be to make information and tools
available for people to manage their energy consumption and encourage people to use less
energy (e.g. ‘your personal energy trainer’).

¢ Standby powers are very particular, because there is no service at all associated with their
demands. Their consumption appears like wasted energy, and most of them are probably
avoidable, generally at a relatively low cost. Therefore standby power could be monitored
and analyzed in order to define as precisely as possible the nature and the extent of the
associated consumption.

®* Better oversight and management of the energy use with a real-time data set.

* Exploring the usage of the building and its content.

* Lead the way to future instrumentation and measurement campaigns in:

o Households

o Data centers

o Office buildings

o Industry (production lines)
o Railway (tram and/or train)

* Identify policies that prevent energy conservation: such as a nightly backup policy that
requires desktops to be kept on overnight even though backups only take an hour. Policies
that will lead to better energy use and awareness.

* Provide a test bed to roll out future experiments

* Provide more accurate data for forecasting with predictive models.

* ‘It allows to know and to understand.’

The (green) ICT research community can benefit from the availability of more extensive power
measurements. Also non-research related objectives can be deduced e.g. an energy savings
campaign to reduce the University’s energy consumption by a certain amount, this amount coming
from profound and in depth research.

USE CASE: Energy Lab @ IBCN | 5
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Part IIl: Tentative cost estimation

The instrumentation and measurement setup within the future office building will be spread over
two distinct zones, the office & building utilities zone and the datacenter zone. For each zone one or
more scenarios will be defined. Each scenario will describe the measurements included within that
scenario. For all scenarios, several types of implementation will be reviewed.

Office & building utilities zone

The building itself, where the instrumentation and measurements will take place, is a multi-floored
building. The definition of the office & building utilities zone will be general and applicable
throughout the entire building. The cost estimation will give an overview per number of
instrumented floors.

The office zone is defined to include the spaces within the building intended for day-to-day use by
the occupants of the building. For example, the office zone includes:

- Office spaces;

- Meeting rooms;

- Hallways;

- Kitchens;

- Sanitary.

The building utilities zone is defined to include the spaces within or outside the building that are
intended for and to make room for technical equipment. For example, the building utilities zone
includes:

- Electrical cabinets;

- Technical rooms.

Scenario
The scenario includes measurements of:
- For the office zone:
o Inthe office spaces and meeting rooms:
= Electrical energy consumption per outlet for each desk, 4 outlets per desk;
= Comfort readings
* Temperature, relative humidity, amount of CO2, VOCs, Light
intensity.
- For the building utilities zone:
o Electrical energy consumption per electrical circuit (outlets & lighting).

USE CASE: Energy Lab @ IBCN | 6
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